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RAID 10: RAID 10 FFZEZE /DU, WAL EE, DL 2 20 s pb v A 48 28 e i 254
H, Hrh S T s AR . RAID 10 E4& RAID 0 AIPERELL A RAID 1 HIEHEMRY.

RAID F1: RAID F1 #Z&/b=/MEHE. 55 RATD 5 K0l RATD F1 SEHEHURIRIERE, IF 75T 4K
AL 7 A A A I . ME— T DR, Hoh—MERA B2 HMRRGEE, BB~
TP, IXREAT B AR A B R N A BLAE AR R . RAID F1 524 INAFFES BHE 720

B

o AURFERLZ 3CHF RAID F1 A SHR. 175 BIEEA RS RO RS DASRAS FRAIME B

2.2 FHafER DSM

PR 2 51 S T RN IE I o DO SR B Synology IR SR HIAR P 1 X 24 DSM.

{5 Web Assistant 2% DSM

110 Synology NAS WET —AT.E Web Assistant, 7] #BhfEimid 4% N EECHT AT DSM FH1E
Synology NAS _#b472e%%, 1R LL NP IREH Web Assistant:

1. FTJF Synology NAS HHVH,

2. {£ Synology NAS FT{EMIA—MZ i — &t ENL L, FTIFMTTNEE, Uil “find.synology.
com” . NAS HPIRESRINKRZE.

3. £ Web Assistant HESRIER) Synology NAS FfHLiiiEE.
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4. PRBEUIHG LR, RS U T B .

Welcome!

Set up your Synology DS3617xs now!

Device Info

xR
* Synology NAS FHEAHLA LT A — A H R4 L,
o @A Chrome B Firefox {ENMIVEESAHAT DSM 223,

« 3 Synology NAS Fll DSM W EMEL(EE, {HZSM% Synology NAS S H B ZEEIER
G#xt Synology FHEEFLEML .

ER#BEEXRZE DSM

R DAZ R PR, ERIRE L2 BIEER (App Store/Google Play Store) k%% DSM:

1. #TFF Synology NAS HijE.

2. BB ERET] Synology NAS FITTERIAMLMLS, SRJEJE SIFFIEE .
3. RIZEH NAS DUFIRIE IS,
4. RV TR BA S Synology NAS Z[AIHNIER:, ARG MR, THEE XS REM

Synology NAS. NAS HPIRASN NARZEE,
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5. 1$% Synology NAS Jf mifZZeaR LT IR TR, SR $ MR e il W HEAT #R 4

<« Install DSM
DS218
Not installed
Model name DSM version
DS218 7.0-40777
IP address
| | | == n

Serial number
e B L 0B B

MAC address

) E_ EROE =R

Install the latest version of DSM for brand new features.

INSTALL
b=

« BAVEARTEFLL Android 10 M. S5 38 ] R RHRAE R G0 RRA AN B4 11 5o

« Synology NAS RSB &AL T — A AHL L.

 BHES K JASTE Android 1 10S ¥4 FigfT.

o BEEE X LREERZ B Synology NAS TS [-423% DSM (BLAL RIS A1 FS/XS R4 & T
SEAD .

el

2.3 iF it Synology 1K

fEJN Synology NAS WA %5, RERAZHMA Synology WK/ KVs Synology fEZNRSSITHE %
JUEE. S8 DSM 1) DSM Ak ANE], Synology Mk v ig Bl 9845 B CvEM
Synology 77 HARZFHERA Synology TEZEMRS (1l QuickConnect. DDNS Al Synology
C2) - AKX Synology Mk 5 DSM H ik Z [MIXBIKIEZER, WSRAEA.
TE DSM 223 BRI BT DL R PR Synology Mk I:485%E Synology NAS:

1. Ugin] LBl .

05


https://www.synology.com/knowledgebase/DSM/tutorial/General_Setup/Differences_between_Synology_Account_and_DSM_user_account
https://account.synology.com/register

2. FEMAER, WEHET—H. Ra, LEEFHMEIE Synology K.

Synology Account
-
Create your account

Name *
User Type *

Which type of user best describes you? * v
Location *

Taiwan v
Contact Email *
Password *

L4

D Subscribe to Synology eNews to get the latest product updates,

tutorials, promotions, and security advisory.

3. WA IEAE, S35 Bdibs By Synology Account — sign up ffEF B (AL
“noreply@synologynotification. com” Ki%) PASREUE KL .

4. NI IR TR —5.

5. BF KRR RABUR.

TR

6. Hi{EEHEIEM > Synology MK, A5 ERIEM Synology K.

J Control Panel

fr Q
@ Info Center

ﬂ Login Portal

% Regional Options
B, notification

W Hardware & Power
External Devices

ﬂr Update & Restore

~ Services

:0 Synology Account

"i Application Privileges
Indexing Service

*** Task Scheduler

Synology Account

After you sign in te Synelogy Account, you can set up QuickConnect, DDNS services, and configuration
automatic backup for your Synology NAS. In your Synology Account, you can alse manage your registered
products/software licenses, contact Synology Technical Support, and subscribe to eMNews.

Synology Account: I Sign in to or sign up for a Synology Account I

Active Insight

Synology Active Insight is a 24/7 monitoring service that allows you to get an overview of Synology NAS
operating status through a web portal and will notify you of system abnormalities. Each notification comes with
detailed steps for troubleshooting.

For more information, please see our Privacy Statement.

Enable Active Insight

Service status:

Nate:

= When you enable the Active Insight service, the Time Setting will automatically change to "Synchronize with
NTP server”.

« Signing out of your Synclogy Account will disable the Active Insight service on your Synology NAS. If the
Active Insight service is not enabled again within 30 days, you cannot access all the previous information

Reset Apply

7. fEFRIHE O, HIA Synology WKFHISENE, AJEHREER.

8. BUERE M Synology Mk K NAS 465 2HiZik F .

06

1
T

>



I
=
1
o
>

2.4 S DSM £@

{f Synology NAS L7%2%e DSM Ji, ST LAAE A NIA-7E 18 22 B I N DSM T e 7 85 DSM
TEALIE UL TR 25 BRIE L o 00 B 65 % -

1. WRERTHENLFD Synology NAS U2 B [F) A4S 3 9 2%
2. ATIFEH ML BRI BE 3, FEHLBEAZ AN L R A R —
« find.synology.com: {4iHEHLA Synology NAS #4%I[F — R ;T A% AL URL.

« NAS B9 IP it :5000: 415 Synology NAS [ IP Hbihby “192.168.48.147 , iEHEA
“192.168. 48.14:5000” o 1P HuhEIRT7EH U6 3 B IH I3 T % &

3. WA A, ARE A k.

4. FNE TG IF PR A Sk DL R

MyDSM

Signin
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HakJa, KATLLER] DSM SR, Hrb o ORI N AR P AR A 1 . BOETT DO R R R AR P
O R R EETT

Package

ES1=

RSN T R, SE& U H

1 2 3 4
-

1. EREE: s/MUIrA RSN P IS H .

2. EFE: Bl ERCIEE IR TP AEF M INE . 06T Ll #0 IF ek 1 Rk 6 st
PREETT

3. TN ARER: Won TS SIS AR P Ao ST A B o e B R e s 1R K LB BT
A UERE SR R R T ]

4. EERAFI: T UAKS SO A& Synology NAS HEHUHL. PR Z bR A EE 2 HANGEE, W
HERERN AR

5. SMERE: MAMERE (I USB INAFIRENES) HEHEF] Synology NAS W HEH.

6. BAIRE: WoRim, R, RS LEMLGEm.

7. IR bR UCH] . B ShEGR HY Synology NAS. &t AT LAMGEHR A IEFEN AMEEA
i

8 INIH: W/RsifEsm b LR, BT, MNTEAT DM g, HrBR& iR
FRE (WU RBIBITPRE) .

9. ¥R REAERFEMMATEF . B DSM B
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T AE B B 2206 4E Synology NAS W N R MIBERSIZR . 7 EAIR R I GET A, HTTE
FE, ORJE N HIRE BB IR s B — ).

P E @ B =

Control Panel File Station DSM Help Resource
Monitor

B € B B &

Storage Universal Search Log Center ‘OAuth Service Security Advisor
Manager

T (B e

Support Center SAN Manager DHCP Server

RiA - EFED - BEMNMARE
R O EAMATERRY) "M, B S siaB H Synology NAS,

BEAR, AT DU R f s i i A NIE ORI P B E, IInERS . BoRiE S . BRINEME R
eI, LR RBER T ek BT s I

Personal

Account Display Preferences Email Delivery Quota Others

Email: @synology.com i

Display language System setting -

View your account activity, including current connections, trusted devices, and legin history.
Account Activity

Password

‘Your password protects your account. You can also add extra protection with 2-factor authentication.

Password: Last changed : 11/01/2020 Change Password

Sign-in Method

Use a verification code (OTP) as the second sign-in step to strengthen your account security.

2-Factor Authentication

Add an extra layer of security by implementing a second authentication step.

>

o WP itk E, BNREERTE, AR DM K R RIEERiES) GEZS AL 1 ##
ELEED .
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https://www.synology.com/knowledgebase/DSM/help/DSM/MainMenu/account?version=7

o BIREEEDL: G HIYIAN E A% UL L= AN GRS BRIV TIFEEZEED o

o ERFERMFIRIE: ARt IR PRI T ER ORI . R P ER R T U O GEZ A

XU TEZERD

 WAAEAE File Station HRSCAFAEAMHAFEEAT 08 o

e i Synology Calendar 7%i% VG zhiEsid v HEAL: .

o {riEid Synology Drive 5 N JLTE SRR A ick e 1 fe IR o

o BOER: EEE H UK R BTAT A7 A A (A B A, AR ISR R A s ) B A A . fERAT
Btrfs SCFFIALS b, GRRT LA AR L300 B BL AU 25 A 1 O

o Hfth: BECHANANKSTEI GESRAA THELHFR .

2.5 B X I8 P i

FEEHIER > KFEDh, o UM E LN X

'. Control Panel

fr Q-

A System

© Info Center

@ Login Portal

E% Regional Options
B notification

W Hardware & Power
External Devices
t} Update & Restore
A Services
l‘o Synology Account
'i Application Privileges
ﬂ Indexing Service

*** Task Scheduler

Time Language NTP Service
Date & Time

Current Time: 05/25/2021 13:25
Date format: MM/dd/YYYY

Time format: 24-hour time

Time Zone

Time zone: (GMT+08:00) Taipei

Time Setting

Manually

Time:
@ Synchronize with NTP server
Server address: time.google.com

Update Now

?2 - @ X

-

BHE): W E DSM (ARG e E . BEFT DS & LT . Fahsl Bk S A1 H S, s

FHI 2 if 1] i 5528 F Sh U ELIN E) GE 2B AT T 25 ED

< BE: AR, HBAAIEITREES (GEZRAXUTRELER .

NTP f§S5: K Synology NAS 5By P02 INf [ i 55 4 DL 09 44 15 Hofth 546 R AP I 1] VR

Surveillance Station Ml n] FITEEERET B NTP AR4s. K, WRECELE Synology NAS b 27%:
Jf a3l Surveillance Station BY Synology High Availability, NITGiEZER NTP RS-
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https://www.synology.com/knowledgebase/DSM/help/DSM/MainMenu/displaypreference?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/MainMenu/emailaccount?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/MainMenu/emailaccount?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/MainMenu/others?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/system_time?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/system_language?version=7

2.6 {57 QuickConnect ID

QuickConnect FUVFE i 1 FHFE 7L [ 25 36 2] Synology NAS, Joifs i B H AL AN . & AT
PLE Synology FFRIMEMIERLMH, 41 Audio Station. Video Station. Download Station.
Surveillance Station. Synology Photos. File Station. Note Station. CMS. Synology Drive
MR EN TR . P LAE DSM 2222 W1IAl 4 € QuickConnect ID, 7] BUBIEHAT LT AP BkE0E
IR %5

L. ArEEEHIEWR > SMEBIAIE > QuickConnect.

2. 2)#% B QuickConnect %Ak

J Control Panel ?2 — A X

s Q QuickConnect DDNS Router Configuration Advanced

A Fi -
File Sharing QuickConnect makes it easy to connect to your Synology NAS from anywhere. Just enable QuickConnect below

I shared Folder and register for a Synology Account.

General
File Services
' Enable QuickConnect
25 User & Grou
- p QuickConnect ID: i
ﬂ Domain/LDAP Note: To secure your QuickConnect connection, we will pass your QuickConnect domain to Let's Encrypt for

domain registration. Please see our Privacy Statement for details.

~ Connectivity d 4
Advance

® External Access
Configure port forwarding rules and permission settings.

e
o Network Advanced Settings

@ security

Bl Terminal & SNMP

A~ System

@ 1nfo center Reset Apply

3. WK BFAEM Synology MK/, MIFIBRE M. EHE O HHAIA Synology MK 5 S
B HTIR

4. $B5E#H 1 QuickConnect 1D,

5. MR

o HiE X QuickConnect ID REEE SR, BFMBITS (). BHLLFRIT, ASA]
PrEsRE.,
* X QuickConnect [MHEZ(FEE, ESRA.

2.7 BCEFEZEE

LR 2 51 S A e F A P A LA A i PR AR B A (D B

T BEEhAEEZEE
VOB SRR B, R A ORI S £ W N 1A O AR A B R 7 A /R

R BTG TG . A7t 2 [BDR TEAF I OV A 2 0] . I A & /D B — /M7 25 (8] A R A
Synology NAS 1765 .
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_quickconnect?version=7

BlEF M F =
L FERSRER AR SR . FEARES SN, Dl FUCER TSR,

2. JEFE RAID SRIULLRITEAE. JELE RATD RALEH THREM S, AR TREAm I dcR . 452
TR RAID ZRALE SR BT, W A2 T 82 RAID SEELA 7 sl

3.l E A A AR AT fif e o
4. S RCATAE S A A

5. B RG. EUER Btrfs VAR HEHR A ThAE. 2 TMA X Birfs, Btrfs (Peta
Volume) 5 extd Z[HXHMEZFEL, TTUSHAZ,

X %25 Ei::pa
RPN R ThRE, Bl R iR R AR e
Btrfs
PR
Birfs (Peta Volume) XHFREIE IPB KRB G A A . TE S PR SO R S A B
TR
ext4 TZ#AET Linux BIERS. 5 Btrfs AHLL, HAEFERTE D,

6. FHABE. RERTL)E G BT AR,

2.8 BIBHENHRMARAEENH

It
1t

WL E R, LK Synology NAS #5785 H e A (SO 3= bty o B350 U] DS
R e, IEREERAEA 5SS ] File Station Al DS file HEAT U FRAUTL .

VRS

PR S —a LUE S E BT N R N R e B I I L U R B YV Tt S N S R WL B
AREFE Synology NAS AFMESCAR. FRAHFEILSE AR EE rT 2T A 8 SORURBEEL, BENAATTER
R BN RS . B IR SS R AL SR R DN RE IR . N R EIRTE %
Hems AR E N R MRS B AFI 2 B S 3k 30k

B it

2Z2%E Active Backup for Business B, 2@
ActiveBackupforBusiness | ActiveBackupforBusiness U3¢, % 3C#E3 17 5 00 5,
TR A2 5 04T 55 o) 6 25 B e SCAR AT E B S0

2% Synology Chat Server I, <@g chat fF¥k. HAas

chat LA IUE, 4 ARSI URL 4EWs RIS A FERHIB A
docker 2745 Docker W, 2% docker (3. ‘B TAEE 2R ERIA
BT
R H RSN, 2608 homes k. SHEHH
homes JUH) home . WAEH RGEH G4 RV M A HLATE
home A3,
MailPlus 56/% Synology MailPlus Server &G, <& MailPlus 3(f

Jeo EETHEIE . BRI S . R RESE,

12

>

ot
5



https://kb.synology.com/DSM/help/DSM/StorageManager/storage_pool_what_is_raid?version=7
https://kb.synology.com/DSM/tutorial/Which_file_system_should_I_use_to_create_a_volume

%% Audio Station BRHANRZ AT, 200 music ¥k, ©
music M F A EAEM A Audio Station FEAUEZ{E FH AR 55 28 if
TEIEAD DMA B R

JEH rsync MR45EF, 2% NetBackup UK. & HT17fi

NetBackup rsyne P 5O -
. IR IR S5 2 )5, B S ) Synology Photos ARFLEEZSH] )T,
p 2Bl photo .
ettt 245 Surveillance Station W, @)@ surveillance (3%,
v EHF 1 Surveillance Station 3kl SCHF.
A4 USB BEAUERER] Synology NAS ) USB IR, @Iz
usbshare

usbshare[number] “(fF%.

%4 Video Station BRUEAKHRSS %), 2% video fF¥k. ©
video JEFH TS FAES] Video Station B ed FH UG A4 IR 2% 205 10 47
RV B AN DMA VA% BRI S 3

245 Web Station R, 2@ web SCffd. T8 M T MuGHE
BRI

web

3 Web Station I, £fi# web_packages (fF¥#. Hif
OB =J7 B (i phpMyAdmin) ff3CF.

web packages

IRENMBRAZXH X

WARERRT administrators FEALEHT, XA B A OZIRE T, ERLEIEIL S0
SEFE I P4 T RIS I U7 BR800 T DARS B 6 Gl AT A 3L 58S R

o HEBEICEICMR, IERTEERIER > HEXHR. BRI EXERARE S E
AR E . AREAELE, WSHA.

o HERERIL SO, THRTEERIER > HEXHR. EFEMERI A, A R iER.

EE

* BEBRAEATIE ORI S REBRAZSTA: R (K I Hodle S LR o SR 7R B e il , W AE RSB
AT SGHEAT %07 o

i#3I File Station BB

File Station J& DSM AP & & # T H. File Station #Eft 7 HEd b itmm, T LU I 7T
) U S A e ()RS BRSO R S e, R T A A AR PR ) EL A P A T R SO T AR .
Wen BIEFERIE File Station HHT OB TR,

BEX File Station I8

Ja#h File Station, )5 dIRE. 0T LATEMAIAT BT 4k

s BB IBE .

o BIRILE MR, RIS, RSB/ EIRS .

o FUVPREE F P SRS SO R R B SR AT SO A
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/file_share_create?version=7

o WEMIT File Station &SI PR,

o T AR, SR AP HIML SOy ainOA .

BRXGHEXER
File Station &k IF N2 R = 48 2 LA R ARl I 2K
o HEPATIEMIEZ, 38 8k B SO soc T e se ke . AR B PmNSE T.

o HEPAT PR, AL TR BRI SR . R R T BSS INR BRI bR LU TT
AR, ST DR B E 2 MR R USSR R 3R S5 R

: File Station 2 — A x

¥ BlacKbox

} ABC € » €  For NAS sharing Q~ Search

} ActiveBackupforBusir Create ~ Upload - Action - Tools ~ Setting
Keyword:

» chat E @ActiveBackup

} For MAS sharin 5
g B #recycle Enable file content search i

¥ For PC network drive ] ActiveBackupData

> home = New Text Document.txt Location:

b homes For NAS sharing -

b Leigh .
File Type:
b NetBackup
An -
b PCBackup v
+ photo Date:

} surveillance Modified Date -

» Syno_ - .
} Syno_Pit_Stop

} Syno_Pit_StoplLeigh Size (MB):

} SynoRocks Any -

» SynoRocksLeigh

X 4items C
b video

B
o HEPATHE R, BENEE RN BRAERE] . HE T IEENEY, 153 RAX.

EIEXHA MK
WRECAFEOCIE T, ARG R TRIE, B R R RS DRAT DU R R (F:

o HERE SO DL R IR IR AUR DR AR SO, ARSI PR R A ER A R E . AERLH D
AE OB B FIREROE BB R, ATLLE File Station H B LLA-F MR BT 2R AL
2.

s EEBESEEE S B R RS R E LTI, A UE IR D A AR E .

o EEGER VT IBR: AR SO B e, SRR R . T DAAE A BRAL IR G 1) BRR

o EEAEROCI R ARSI O, ARIERRE. KA . AT LA
— R A BIHER 2 et .

B DS file BB XX

DS file f2ft Android I i0S ¥ BARULHIN R, AL RIFIE L Synology NAS _LAF(#

AL S DS file, $ETTLLNET FEHLI TR B WA 2 TAE SR . EE 2> 45 S 58 22
B DS file HUEFE.
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LZEFHEZR DS file
1. fEREBhBEA L 2¢3% DS file.

2. FEESIUM P LT B

o HlitsE QuickConnect ID: X1 LU P46 IP #idik. DDNS FHLA4EL Synology
QuickConnect ID. %z fEiEEIEmMR T 5 H QuickConnect A fEidi) QuickConnect ID
T8, AXRFAGEE, ESHIEE QuickConnect ID #47.

o BKPMZT

o HTTPS: Wil #EgkiT2¢ 4 HTTPS &3¢, 5B NTTPS . il E, @ik HTTPS #EHE ik
PN 2% b UG R T B AN R0 SSL/TLS diEH. A RPEIfE R, E S A,

EIEXHA MR

AL I s A (B SRR IR SR SUAF SRS 1 ¢ AR, SRIAT R O

C HEEM MR MR R Har ., IR MREAEETITIUE . KAR A JF R E BRI bR

DA AT R #R A o

o HEININSCIE e ARSI, RILE ST, RJEIEFERM > ek

« AT EALWH MR HHICE AR, GBS, R > B8, EE EEK

S ERATHIAEES TR A S R .

o BEBUESC: BATLCK SR Synology NAS BHUE RIAMMB SR . MAE SRS L IR, 2R

JRIEHBIRE. BUEXIR, BATLAEBLEXHE > BEMNXEF T II.

© FEFBBUERISC: G UEA B E 1 SO SISO RRE RS . SRS o BbE, AR

RS LRI RS . BRI A BUE S, SR S E RO STHE T . i SO SR R IR
Bk DS file WFEE.

© FEW ORI MBS AR L ERR, ARF PRI R .

© HEEBAAAR: ORI L B, AR EERMBIER. DS file RVFMHT IR LA

T Synology NAS LRIfEAE=E IR, JFHRMLHAINE B LR U I

2.9 ZRMMEH

BRI A Synology WITHIEMFME =T5 EF, XKLL E Synology NAS 4.

S ol i B L.

BIEHPLRRENHR

L.

2.

3.

RN EHRL.
HITEFREE# I UL A H A &1

W E LRI EN, RERTERR. GEFTAREMN, LT EAE M RETeE, s
it A LA A O AT 1P A

L RINRIR, B R,
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L. HifE Synology FEH M.

2. RSP EEN TS

3. AR R RMEMERIUR, IFRL . spk SCHRE T TR B
4. RANEHPL.

5. Bl RSN F AR L .

6. PRI LML . spk TP

7. IR TR BT,

BT B b, BT UAESHPORE SR E (BRRAER) MEMFRER. FREMN
hOEAKENELSHEE, WHEHAX.

2.10 SRR FM#EAE

femr LUl o 2 N0l 554K PE B AT K SR IFABATTZ T35 Synology NAS HIVSTRIALIR . N 1A T4
B, AT LR SR P TR BT L. A 22 5 S T AN T A I B AR h A
AL

tIERF
L HEEHIER > RPAEE > BF.

2. ERIR U HZI AP RS

3. FEMARPERIUm T, MAUTNHIER:
o BIR

WAE (Arif)

BBFEREE (RIRE) - SN TS bE . RGUEAT GRS E B D B RIRRIFE
R LTI

. B
BRI

4. AEF AT &, B ER ST R LR s ik E

o B REZMCZMNAF: KUIOFEESIER > BAIRE > BFHbg b R
R, PARVE RGUACE A TR WURAE R R BB R E %"”"Ajiilkt’giiﬁiﬁi — A
XHEHE S IR 5] S AR E . AREMRERNELHER, HSAEREY
o FEEMERY P ERAFEE

o AARVRAPERIKFZE

o BIRAAN: WACREHBRIRELI R EMZEEE, WALERE. HEuifit i
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5. TEMABRATUE Y, f8EHHA BN EL. BRAB4Hy administrators. http #1 users. iif
Z: i oI BRAE UL E SO

6. fENEHZHRIFRMRITA A, B AR5 ISR S B R S HRALBR p5R
I, BURACSEF T oR: ZRIETEE > R/ BA > Rig. TS RmR LR U5 AR .

7. AR ERPEG T, Er LR T RSN/ SRR . £
FECE T BU P AMEIFIE RN AT

8. fESECR AR R AR BR BT, A& mT LA I AT RS o 24 1) BURR S RELE A BR ol R
BEMR IS T R

9. TEIRBEAFPEERBI VY, & LUAARMARS (Wl File Station. FTP. rsync %) Jo i
BRI, DABR A 2 AR5 SO RS TE T R R . ST DU AR 53 B T B L p— AN R 0

- MARARE: WARAMNSET 2R, W R R S T HAR R
o REBELR: AN TBobh e BT Bodk R R

o SRIE: WFE T SCE FERR AR PR ] AR B RIS TR TSR O
R PR ] 1 T R

10. ERRINRE TS, AR B E .
11 s UL SE s E

BIZEAH

I BIEEEIESR > BPMEA > 4.

2. AR LUASIRFACZER S

3. EMABAGR I, MARHALIK.

4. EEFERMR I, 5 BAR BRI E R

5. fENEHZHRABRITMT 8 E TR SRR L3 IR

6. {ESECRFARE T T, AT LUAREAN RS S HIAE FHTC A, DL AN R 2E B 57 T EAE P P A7
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8. fERBERFABMERS M P, EFLUOVARMMS (U0 File Station, FTP. rsync %) Ji ik
R, DARR R TELEIR RAEAL  SC A I f3 SE T R o R DUR AR RS 18 1 81 Herp—A>
I

o REBELR: AN TBoh e AT Bodk R
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R THEAE . SRS BRI R UM TR EE .. A E THROMASER, WS
o BB

ERTLCKE Synology NAS ¢ B ATE K AR KR SR BUE A B Bl Ak i s . T%Lﬂﬁ&@%%?%
e
O 15

i JEEAERIE A S SR AR EIR AL IR I R 2R R . AT IERIEAR > 3

AR

o HIERRSS
2. AUAEFRIUE TR IR E LT A
o BRI RGLUOEEANE SHIFE, TN E R E AL IR
o HEWE: SAFAMAEBREANNEE . BRI ESEr, RE R RER Rk
SCH B A
J Control Panel ?2 = A X
ey Q Search Email SMS  Push Service Rules
© 1nfo center Edit Message Qs Y
ﬂ Legin Portal Level Event — Email —| SMS —/| Push Ser
~  Active Backup for Business
% Regional Options Info Device connected
B, Notification Info Device logged out
Info Device offline
&' Hardware & Power
Info Device deleted
! External Devices Critical ~ Agent task creation failed v v e
Critical Failed to update the device v v o
)} Update & Restore
Warning  Backup verification canceled v o
A Services Critical ~ Backup verification failed v v v
Warning  Backup verification partially compl v vl
mg Synology Account
Info Backup verification completed
G Application Privileges Warning  Backup task partially completed v v
. Indexing Service Mote: You can change notification language setting in Regjonal Options
Task Scheduler Termt
AR
o ST DA DI I LA S MO AN 5
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Synology NAS JEREFIMZG, THRARG L MR RELE, HE VEIRAIIM AT 5 DSM 2241k
Tikie

aia MK IS
L AEREER > B2 > BiXE.

2. nEERBXIE, A EGRIA . BRI KEECE SO R TR DSM. 4522 B % i KT
B, B AL TR

j Control Panel ? - A X
P Q Security Account Firewall Protection Certificate Advanced
~ File Sharing General
A shared Folder ~ Enable firewall
File Services + Enable firewall notifications

Notify me when apps or services are blocked by the firewall and provide the option to unblock that service
or app.

s User & Group

B pomain/LDAP
Firewall Profile

~  Connectivity Customize your firewall profile.

% External Access Firewall Profile: default - Edit Rules
':\ Network
@ security

B Terminal & SNMP

v System

v Services

Reset Apply

MAZZmMI]

ZEMEE— AN BT, 744 Synology NAS. K # DSM 5 B HH& AL I il fif ke 4 R il
B TR LUR APERIA R Synology NAS 2241k
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17801344 Synology NAS
L ONERSEE > R

2. .

& Security Advisor - B8 X
B overview
At Risk
& Results o
Security risks were found that need your attention.
il Login Analysis Last scannad 1 second(s) ago.
X Advanced Generate Report
@ Malware No malware was found on your system. []
E System 2 system warning(s) need to be checked. o
° 1 account setting(s) lead to weak security.
¢ ez 1 account security setting(s) are not enabled. o
ﬁ Metwork 4 network setting(s) are recommended to be changed. [ ]
~ DSM and all packages are up-to-date.
~ Jodate There are still settings we recommend changing. °
3. MRS RIEE 2 4 -
REBMAMEITR
I BiERZERD > SKRE
2. ERHETRIXIH T 2R B AR R] . TR R i S AT A A
G Security Advisor - [ X

&3 Overview
@ Results
ih Login Analysis

N Advanced

Perform essential checks to protect your DSM against common cyber threats. View the checklist of

security rules to scan.
Custom
Define which checks you would like to perform.

Customize checklist

Scan Schedule

+ Enable regular scan schedule

Run on the following Monday
days:
Run task: 01 -

Report Settings

Storage location:

Select

Reset

Apply

3. TR A LIRS B E .

HAREZFEL, WSHEEME THLE.
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ERAXNERIEfRIFIKF

KCEIGAE R AR DSM ik R LAY AR . 8 LIRS, B S DSM IRBR T 7 BN
T04h, BT E N R ESAIED . BGUERD nl @ I B Bl B % b A SRR N AR (4 Synology
Secure Signln Il Google Authenticator) FRHL.

AR R FDEIGIE, AT LR PR
© BIAENA > BKF, RS RERERIEURSBE RS, BB IRk,

Personal ?2 - A X

Account Display Preferences Email Delivery  Quota Others

Password

Your password protects your account. You can also add extra protection with 2-factor authentication.

Password: Last changed : 11/01/2020  Change Password

Sign-in Method

You can use a variety of methods to enhance the account sign-in experience and strengthen your account security. Start
by choosing an option below:

Passwordless Sign-In

Sign in to DSM via the Synology Secure Signln app or a hardware security key, without having to >
enter the password. Using a password is still an option.

2-Factor Authentication

Add an extra layer of security by implementing a second authentication step.

Cancel Save

s WROEEZEHER > 22 > KPHEA T Secure Signln k%, EMALHEE T, flifF
GATEAHEL OTP ks D BRI .

o WRMARBA Secure Signln %%, WM OTP A ZE 58 UG UE B ME— AT AL T,

ARUERIENEZER, HSRHAEX.

ERBnhE - P {RIFA DoS FRiF

fn LU LR = FHLHER A DSM: E 3B, KRR DoS 547
B HEBIRE RN

L BIEEHEER > 224 > R/IF > BaHEH.

2. WiaiEERBMHE .

3. EEHEBFRETEAMNIL (28 ) ATEHANE. G0RAESR T FREN ] A B 525 sl Mo ik
WiZsT, Wiz 1P dhhbke i,

4. Ak B RE BRI R SR T BOMANME, DRSS REUS BB 1P sbhik.
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5. PN R LR

J Control Panel ? - A X

P} Q search Security Account  Firewall Protection Certificate  Advanced

A~ File Sharing A Auto Block

I Shared Folder Enable this eption to block IP addresses with too many failed login attempts. For supported services and
packages, please refer to DSM Help.

Enable auto block

An IP address will be blocked if it reaches the number of failed login attempts within the time peried

enterad below.
B Domain/LDAP

File Services

= User & Group

Login attempts: 10

~ Connectivity Within (minutes): 5

Q External Access +/ Enable block expiration

/‘\ Network When block expiration is enabled, blocked IP addresses will be unblocked after the number of days entered
below.
@ security

Unblock after {days): o]

B Terminal & SNMP
Create and manage an allow list to add IP addresses that you trust, or a block list to prevent certain IP

addresses from signing in.
A System

Allow/Block List
o Info Center

Reset Apply
i o Iy )

ERKFRIFUFLEERBE
L BIEEEIER > 22 > 1KF > KPRE.

2. AL ERKFRF.

3. EEHEFRETEAMIL (28 ) ATECHRANE. G0RAESR E FRERIN ] A B 5 RO %
B, MIAZAEALRE 7 ek gl Bl

4 NTAREENEP, EABUEIKFRE (NLAME ) HrRmAE. 0K Ry E Rt
EIBNNERIEISER

5. MTEEEEFN, ERREE (JLOME ) M E. WK™ DRI AL TR E R Zem 173 )5 b
HOH .

6. Hihi N A UL ORFBEE

J Control Panel ?7 — A X

Pl Q searc Security Account Firewall Protection Certificate  Advanced

. File Sharin .
a ~ Account Protection

Shared Folder . . ‘
E Enable this option to protect your accounts from attacks by untrusted clients.

a File Services I ' Enable Account Protectionl
&= User & Group Untrusted clients
n Domain/LDAP Account protection will be triggered if an untrusted client fails to sign in too many times within a

predefined period of time.

A Connectivity Login attempts: 5
s External Access Within {minutes): 1
o~ Account protection will be cancelled after a predefined period of time.
- Network
Cancel account protection (minutes 30
@ security later):

Manage Protected Accounts
B Terminal & SNMP -

Trusted clients

/ System A trusted client will be blocked if it fails to sign in too many times within a predefined period of time.

@ 1nfo Center

Reset Apply
N RPN -
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P53E DoS W&

AR (DoS) Wi MBS, STEEEHIR S AR BN RS A0 . St
FR MBI, FHUT LR

L AfEEEEIER > 22 > RIF > ELERS (DoS) fRiF.
2. 7Jik B Dos RiF, M5 HMNA.

J Control Panel ? - A x
P} Q Security Account  Firewall Protection  Certificate Advanced

A File Sharing Login attempts: 10

11 shared Folder Within (minutes): 5

B File Services Enable block expiration

When block expiration is enabled, blocked IP addresses will be unblocked after the number of days

.
ma User & Group entered below.

B Dpomain/LDAP

~ Connectivity Create and manage an allow list to add IP addresses that you trust, or a block list to prevent certain IP
addresses from signing in.
® External Access
Allow/Block List
/‘\ Network
~ Denial-of-Service (DoS) Protection
@ security
Metwork Interface: LAN 1 -

& Terminal & SNMP Denial-of-service (DoS) protection helps to prevent malicious attacks over the Internet.

~ System I Enable DoS protection I

o Info Center

Reset Apply

HREEB KPR DoS Y MEZER, WESRAEX.

2.13 &£ DSM R E#

Synology 2 ANHF & AT DSM TEHT. THARA T AEEL &8 ohfe. Dhpeckt DL MR . it 251 %
P52 DSM BT & .

WITFzh DSM E#

1. HifE Synology FEH .

2. AN RS i P IR S .

3. AT R RIMIRIERGUATR, I FEEH AT
4. Hi4E DSM > EHIER > BHMER > DSM Eff.
5. HidiFzh DSM E#.

23



https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_security_protection?version=7
https://www.synology.com/support/download

6. FESRHE L, BRI L RSt

B
& | Q search

@ 1nfo center

B Login Portal

¥ Regional Options

B, notification

W Hardware & Power
E External Devices

1} Update & Restore

~  Services

'.b Synology Account

'} Application Privileges
Indexing Service

*** Task Scheduler

DSM Update Configuration Backup System Reset

Synology releases DSM updates from time to time. Install the updated version of DSM for new features,
security fixes, and improved system stability.

Manual DSM Update x

Please select the .pat file from your local computer.

File Path: Browse

Maote: DSM cannot be rolled back to an older version. The applied DSM must be

newer than the current one.

7. FRTERRE IR SO AR SR

8. ST I AN LGNS, R,

9. BETYSIEHEF R, LR THEFE 20 £ 40 kb, B2 EHE RO RS

10. RGEEAE T 78 0GB HA S IR BT

EE

* DSM BEGHTE . ToiAREZRE LARTAIRRAS .
o AL BB AR RCAS AT RE DSM TR EL 17 7 »

iREH5 DSM E#f
1. ¥tk DSM > ZHER > EHMER > DSM E#f.

2. RLERE-

3. fEFAH A O, e UIECE DL NI E, DMEELE Synology FEITMER DSM fRA

« BENRREEEALZZUHOBAMRANEZEEN (BN ) : RFRGAZNEEZE DSM HH. 7y
R ARG L TR, BRI,

- BINRREMEN: ARG ERIEHER TN, RS AN ZEH DM EH.

« BAIFFILHRER

TEWCEE A Gk

LIRIERN: ARG DM SR AT I o o s Aok R . 7T RL
BN
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o MBI PE RGN ATIAS A AT R T RS PR A AN 1A

A  Q search DSM Update  Configuration Backup ~ System Reset

W San o o
Synology offers DSM updates when new features are available or security issues and bugs are fixed to improve system performance

~ System and stability.
Modi N

o Info Center Update Settings x
Curn

‘ Login Portal st Select how to proceed when there is new DSM update available

% Regional Options Automatically install important updates that fixed critical security issues and

bugs (Recommended)
N N M.

R Notification Automatically install the latest update

W Hardware & Power ® Notify me and let me decide whether to install the new update

External Devices Check schedule: Sunday -

04 > @ 40 -
13 Update & Restore

Note: More notification settings can be edited at Notification.

A Services

o Synology Account

G Application Privileges

A Indexing Service

! Task Scheduler

ba

* HERHOCE M T REE R, MAEH TERER. W%, REEHOAHREEM LT,
HREHOAE W DD REAE RERE 5 LU B R IE R A 22 b T, BRI 6035 S 2 4 il ik
MiEE. AREETHELHEL, HSHEX.
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% 35 K ABR

3.1 kP AR
T LGP Sl A5 DS B, B PR DL P A BB 20

AR T O BE G S Ry AR R AIR A A D B BR Al i) BN )
HEA BT U7 FABUR -

EHEZRIR VR BRI ST R4 BOA T ER OB 7 s, R REE T b IC A B o 3t
EXAREMAGMEHIES, ST ARG R,

RYRE BRSSPI BNEA T TT TAEGE, I eV R AR A AR 55

J Control Panel ?2 — A X

P 3 Q User Group Advanced

R .
File Sharing Create |~ Edit Delete Delegate - Y

A shared Folder Name = Email Description Status

File Services admin System default user Mormal

guest Guest Disabled
s User & Group

[ | & [} Mormal

n Domain/LDAP Mormal

~  Connectivity

© External Access

/‘\ Network

@ security

Bl Terminal & SNMP

A System

@ 1nfo center 4items | C

ATUAEAEIE R > AP AEEE DI EW T BRI B B . 2 1 R Qe A B P AL
HZEREATNEREH S PSRN, AREZHMER, HSHBPMEEE FIXE.

FE (s
 YATZRE: @& Synology NAS R F 1R
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3.2 BREFIn

TEREHIEMNR > 38 /LDAP i, A LU Synology NAS HIAILA H M, Wl Microsoft Active
Directory. Synology Directory Server ¥ JumpCloud LDAP AR%%. 1ENH ), Al PUE
H S PR sefrde . B SO DSM AR S5 () 0 1l BB

BT LK Synology NAS #:ARNHL—%35% (SS0) % /i 24 Synology NAS 7834 SSO % /il ,
R RSN — USSR U5 W i Synology R4S AN % .

TR Synology NAS MM H M55, #FT LUK EHASy SSO % i .

EE TR Synology NAS JON HERS:, ES M.

FIE e 59 152
o #M{a{EF Azure AD 1RSS5 7E Synology NAS E5Ljif SSO fRRSE ?

3.3 Synology Directory Server

Synology Directory Server fH#m] LLEd Samba &K 2 AR . & X HEH ] Windows Active
Directory LhfgE:

s RHLUAIE (0U) AR RIATHH

o IO FH B4 S R HEAT B R

* ffif] Kerberos #E{THIE

o N Ah 7 i 4

f&8h Synology Directory Server, FJZ4HifFfif BB, B ik JET AL H0 2 &

£IEIA Windows Server IiTF5F| Synology NAS. #EETTLLUEE Synology NAS {ENiRE kR ik
MIEAEHES NN Synology Directory Server G

FE T fRafiEd Synology Directory Server WEIK, 1HZ A,

HIE{eR 5)15E
« #{@3 Synology Directory Server FRAF S8 E @B & ?
« @3 Synology Directory Server FIFF 355 M4 IRz0 28 ?
« @9 Synology Directory Server ft & £#4H 505 ?
* ATAFE “sysvol” # “netlogon” X% ?

3.4 LDAP Server

{fifl LDAP Server A[IZATMKIIGIEMSS. LDAP (M HFUF M0 &—FEsFamil, MT%4E
FEHLELE TP PIL T P A AE I H A5 215 )
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HAUF A L IR T LA FE 8 —A LDAP H b, AT ok b T4 10 i A e

WL ¥ E LDAP Server, f&mJLL:

M Provider—Consumer fIR4% 284844,

o PR IR E ABRBIEE 42 . RN leas o 2 7 3t 1 5 1)
o MR 1 R EE QR R PR

[ SCEFANE T CE DLRYIR S 224

© SO AIEJR LDAP Huds AN SRR

* F Synology NAS #445°A Google Workspace 3B 3 iR HIHE (L .

P TR RVCE LDAP Server MIHEZEHE, BB MA.

HE {eR 5] 12
* ME¥F Mac/Linux EFimit EHAIA Synology LDAP HRMRSS

« #{T3&3E Google Cloud Directory Sync %% Synology #9 LDAP Server 5 Google Workspace
& ?

3.5 SSO Server

WIRIETE Synology NAS LFEE Z /NN AT, WHES@EIT N Synology SSO Server SKikE H—
ok I AR AR BTN FH AR AT LA — 2 U7 RSP R o SR FH P T LA AZ B T e SR AT R
IR«

* P RARE B RE AL BB A F K SRR -
o ST DL P LR HIRE R, TG o 7 O b DR B ) — P B A A [ AR
o ROV RE RN B P T B S

IR, SSO Server FEEHHE LDAP AR A GEIE® TAE. #5787 W% E SSO Server, WEZHA
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AR B 25 O 10 UG I RS MRS 2R & 0 Bt . IE S ik AL RE S AN [R] BT B 40y FH P I IR 25 2k, A
TS AT B AR S 5 R R . S BRI, ST AT ER RS 40 JE AN s 5 . A
— VRS AR A B 340 5 2 S 0 7 1 BRI T AR B A R 7

FAIH T A Google Workspace 5 SCHFI A i il :

» Google BIRER: “HMmimlEAL” MILE A ufE 8 1 SCE . SO RUR R B e -

o Gmail: HWFFE, EFEFRZEFNH T IBARAF

 Google X% A: IR A

« Google HFa: AV, &4 E JIF4F K HFHF.

HETRUE Active Backup for Google Workspace HHEIESIMES, ESHA.
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6.2 USB Copy
USB Copy AJiLfE7E Synology NAS 5 USB FEfifi el SD k2 1A & Hl ¥k .

BRI, EATDUNEHESTEE U E, DR O B b, JF HAUOR B E 2R
AEA

o MR SRR e 44 B E S RS .

© BOEL BURANZ A IR

* T Z AL IR R AR 4 .

AT LR USB/SD APl e & HE XEHIES . BY LA THEHUES MR & ZEES] Synology NAS
I, AT CLA SRR I E R FZ B LLRT B

T R QR EHRES, SR

b

o Synology ZHFFHILA R XMHRGHIIFTA USB/SD fifik 44 # AT LS Synology NAS R[RIE %L
#%: FAT32. NTFS. ext3. ext4 fl exFAT.

42

F6E HEEN


https://www.synology.com/knowledgebase/DSM/help/USBCopy/usbcopy_general?version=7

5% 7% : NAS RIF

/
% 7 & NAS (RIF

7.1 DSM BcE& 1%

SENEAD ARG E R SRR B POEE R AR R B E . S U EHER > ERMER > REEH
K DSM B E N A B RERLE &1 E] Synology WK/ o 3EWT LA ORAT BITHEHLHI RS F3h AT %

,f/\o

J Control Panel ? - A X

P Q DSM Update  Configuration Backup  System Reset

A Syst
ystem A~ Automatic Backup

o Info Center . . -
Back up your DSM configurations to Synology Account automatically and periodically.

| Login Portal " Enable automatic DSM configuration backup

% Regional Options Backup status: Data not backed up

® Auto encryption
B, Notification

Self-defined encryption
W Hardware & Power

B External Devices

~ Manual Export
t‘ Update & Restore

Manually export a system configuration backup file (.dss) and save it to your computer,

~ Services Export

l'D Synology Account
~ Restore DSM Configurations

] Application Privileges . .
Restore some or all DSM configurations from your configuration backup file (.dss).

Indexing Service Restore

= Task Scheduler

Reset Apply

HE T RN E DS R E /Y, WS A,

7.2 Hyper Backup

Hyper Backup FJil#&4m ML E Synology NAS G RIE, WREAWE . BIREE. N .
A U LUN. SAh 0 B bt B RE A SO E R . 2 NAS. rsyne SCHFIRGS M Z A=
R 25BN o I 1 T R i R bR A S

] LAR B 22 AN 2% 4 iAS DU 25 445 L BE T nT 459 9145 2 BRIER 25 1 e OR B 70— AN s o 1 v
B LLE DSM. Windows. Mac A1 Linux ¥ & Ef#H Hyper Backup Explorer ##Ahpnl'e. Fiiuiis

JFZHA I

HE T MRTAE Hyper Backup IS MAES, ESHAZ.
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557 % : NAS RIF

7.3 Snapshot Replication

A5 7 I HL T R R AN S TR OR3P NAS. PRIEE NAS FESEANI ]S R ES . 5 e B4 A
bb, PRIELEFH 7t (B i, PTLMERD Btrfs TERRP N RHTIAHRE. 78K AR R AP Ol S8 5 2k Bl
WIRE, nlfd AR E SR . 0 PIE File Station BY Windows SCf4FUEJRE PEAS FR A &5
PR RS IEIL e AT i o SCORBE 3RNE, T Z N B A 5 BRI PRI I RE O 23 )

AR 2 6 3FF Snapshot Replication ] Synology NAS, WIHJ DL RIS fil Bimfs NAS DLt
ARSI . FTHC B A TR DUE BRI S0 JE /LUN ORI, R bR IR g 2 HoAl NAS .,

SATCVEYT IR SRR, T ARAT S e £ DL R SLAd NAS B ROSTARUT 1) . B PRI UR A BE RS 17 1]

NAS _EFOHH A BT i 58 SRR Tl o

HRREAEREL L, F2EEX.

7.4 Synology High Availability

i AT A HE — R IR S A A R AR T S, BT D DR R A g s A S B RS . A S
Synology NAS I}, A LLFIFH Synology High Availability ZE . “wmnl HIEE&ER” , Hdh—&K
SaEN CEREBET , B—EMSBENTFIL “EHRSS .

A SE BRG], A7 E S5 4% LR s A o e S B e 55 4% . X AT fRAE
AR S RT AR Uy il i AR, AT AT B A 5 A5 LI 1]

BT T TR B IR, B HAX.
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wan

8% . ZFx M

8.1&Z=MIRE

FEF TR P 2 B KU L B SRk ) fRYSR RS Synology NAS H32 R E . 1L
T 5 KRG B B AT P A ALV ) DSML ) TP bk BRI %5

B ShE B Gry I REA W T f) Synology NAS 523k I ANIRBLTr o EA I EBIAESR E N BN
RS FeZ B 2 1 TP HAksl DSM MK A NSRBI BENLI P 44 / A& WA E 1P
B ONAS BRSNS, BB BEIEE 1P HihEfR PRI NAS D7 AR o ik P ORar BT AR [ Y
TAETT 3 AAONE T AR, Ay B o g i U7 ) o

Let’s Encrypt BHABAENUASREIAEBA TR S DSM 2[R0 R 4 . 2 i i ) 5T ) 52
AHEFLR] DSM I, AR 2RI DSM SRS < A IIE BT, LABT L AL T AT RE 945 B4
ko

AV E T UEREEER > W PHTECE. A2 T RE R RENTEZELR, ESN
LUFSCHEE: BiKIE. RIFAIES.

8.2 Secure Signin
Secure Signln 55 SAERTE DSM MK/ AOREAR 22 4, SRR A5 I H RG f 8 Fal il 8 2 i

TR GRHER SO ST 2 s P ar B gk ), B Falim N, ANk iR L —
B I RA W 0SS R, WU LR IE. TERANETDS, (EAS O IIER S &, —IKk
PEISUERD (OTP) o HUHES SR EUAE 22 8 B p kAT e, DLSEELCSE 8 iRk

Synology $&fit T —ANEEANRIER N FHAE/T Synology Secure Signln, FT#t#EEskifRANZIL 0TP
IGAERS .

HETBAREFITEMAERIENELEE, BEZRBRAEFRNLE.

8.3 ZE 0]

ZAUAEX Synology NAS HIRZIE R AR 2. P galwiil, JAERAEIK
LAAT A

M ZE AR, ST BARAT BLT 22 4o fer 2 DL OR B A 3R Gt 22 4k

© RIIERR R AT
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_security_firewall?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_security_dos_vpnpassthrough?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_certificate?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/SecureSignIn/signin_method?version=7

© KA IRE .

© ARG 2%  E

© IR SRS .

* KA H] DSM AIERRRA R .

TnT DR 3 22 AT Tal / iR ARG &, BE 8 SUR g DO 2 oK. % E
BiE > SRIRE > REREVLERE, WS RESIED /ARG D, A ZE TR
ok, WA EERIEAR > BANRE A A RS .

HETHRMEN, W2 2.12 L. LU .

AREZFEL, WSREEME FHLE.

8.4 iR

R B Dk J7 ZEORYT Synology NAS G2, 7T LUSAT 72 BEAR G . SRy 8 S e
SR A ST S . W X HAERT, DA RS AT RedR e A

Efrpo R TR B EAE. Antivirus Essential (412%, T ClamAV #4555 i

Antivirus by McAfee (ff88fR%5, M McAfee FAMGIEIRMTIHFE) - ARELELE, WS T CH:
Antivirus Essential. Antivirus by McAfee.
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9 & . W

9.1 SMEBIAIE

WHRE) Synology NAS fi-FHHMZH (Flln, (BN uiEE ma) , & DU E A i
B, LM ] E e g AT A BT Synology NAS. WG4 i B AG 26 = Fh AR5 1) J7 5 ) 2k
iR QuickConnect. DDNS Al 145 % .

QuickConnect

J Control Panel

Fe d Q QuickConnect DDNS Router Configuration  Advanced
- File Sharing

QuickConnect makes it easy to connect to your DiskStation from anywhere. Just enable QuickConnect below
and register for a Synology Account.

] Shared Folder ¢ ynelegy

General
File Services

' Enable QuickConnect
ms User & Grou
- P QuickConnect ID: MyDSM-TD i
n Domain/LDAP

Connect to your DiskStation anywhere

A~ Connectivity On web browsers, use the links below:
DSM: http://QuickConnect.to/MyDSM-TD

% External Access . X i
On mobile devices and computer clients, enter the QuickConnect ID below on the login screen:

':\ Network QuickConnect ID: MyDSM-TD
° Security Advanced
B Terminal & SNMP Configure port forwarding rules and permission settings.

Advanced Settings
A System

o Info Center Reset Apply

QuickConnect BTELLIEMAHPLE R HERFAPLHEHLIEHZ B] Synology NAS. fEBIHE E X
QuickConnect 1D, A LAETLTFE EF AT 1P Ml R U7 Synology NAS. ¥ & NAT ¥
PRI, 522 Synology NAS BzhFHAALE R 7E WAN/LAN Huhk 2 [R]91#.

wUAEEEHIER > SMERAIE > QuickConnect FFHECE QuickConnect. #57 % T RN E
QuickConnect, S ZA.

§IE eR 57 i

» QuickConnect 5 DDNS Ziga& X3l ?

o MRLEEHEBRSS 25 QuickConnect ?

» HFEEET QuickConnect GiE1FKAY Synology %% - ZEAT ?
« Synology QuickConnect BFEZ$
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_quickconnect?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Network/What_are_the_differences_between_QuickConnect_and_DDNS
https://www.synology.com/knowledgebase/DSM/tutorial/Network/Which_services_support_QuickConnect?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Network/Why_can_t_I_connect_to_my_Synology_NAS_over_the_Internet_via_QuickConnect?version=7
https://global.download.synology.com/download/Document/Software/WhitePaper/Firmware/DSM/All/enu/Synology_QuickConnect_White_Paper.pdf

DDNS

J Control Panel ?7 — A X

A Q

File Sharing

earch QuickConnect DDNS  Router Configuration  Advanced

>

Add Edit Delete Update Mow Customize Provider

[E Shared Folder Service Provider  Hostname External Address Status Last update time

File Services Synology MyDSM-TD.synology.me Normal 05/14/2021 11:12

=

a2 User & Group

E Domain/LDAP

~ Connectivity

® External Access
/‘\ Network

@ security

Bl Terminal & SNMP

A System

o Info Center litem C

DDNS (Fh#sik 240 S RVFRT Synology NAS HEATAMERUS Il —Fh s &0 5. eilid s AL Wb
FIH 1P MR FEMET M S Synology NAS [i&E#s. ik, FTLAEFA DDNS FHL4 (Al “www.
john. synology.me” ) Vil Synology NAS, A2l 1P Ml (fl4m “10.17.1.17 ) &

ARSI E AR > SMERIAIE] > DDNS HECE DDNS EHLA . #HF 7RI A Synology NAS i/
DDNS EHL#, ESHAI.

FIE R R

» QuickConnect 5 DDNS ZEBE X3! ?
+ B3R Synology DDNS fR55RY% I ia) &

I 4 &

J Control Panel ? — A X
e 3 Q Search QuickConnect DDNS  Router Configuration  Advanced
A~ File Sharing Create Set up Router Delete Test Connection
BB shared Folder & Enabled Connectio... Name Local Port Router Port Proto...
File Services L oK rsync 873 873 TCP
o oK NTP Service 123 123 upp
g User & Group v OK Management UI, File St... 5000 5000 TCP
E Domain/LDAP o oK Management UI, File St... 5001 5001 TCP
v oK Web Station and Web ... 80 80 TCP
~ Connectivity v oK Web Station and Web ... 443 443 Tcp
% External Access o oK Directory Service Serv.. 389 389 TCP
-~ v 0K Directory Service Serv... 636 636 TCP
- Network i
v 0K Windows file server 137-139, 445 137-139, 445 TCP
v Security v QK Windows file server 137-139, 445 137-139, 445 uoP

B terminal & SNMP
Used port count/Mappable port count: 35/60

A System

Reset Apply
@ nfo Center
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https://www.synology.com/knowledgebase/DSM/tutorial/Network/What_are_the_differences_between_QuickConnect_and_DDNS
https://www.synology.com/knowledgebase/DSM/tutorial/Network/Frequently_asked_questions_about_DDNS

i I 3 A AL 2 7T LA ) SRk b A B . AR 77 R R M g s N NAT et (it e
#%) FUE A BIAM B 1P bk / o A5 .

ATUAERERIE AR > SMERYAIE) > BEERERECE R E i RO

FETRINATLE DS B ORI, HEHEX.

RIE feh ] 152

© B DRI E 25 R, SR A b D .
+ DSM BRS5fE FEBBLE M £% B 1 2

s MEAR: WMEE B im0 R LURETAIE Synology NAS

9.2 Mg

TERZHAE T, T AEZ%E DM JRIZEITTURTE Synology NAS _EARZMRSS, T AL B M 2% i
B WORTEEE CRE, I ERIER > M.

THASEGER > WE > B PSR AR L A 2% 0

J Control Panel ? - A X

P ] Q search General  Network Interface  Traffic Control  Static Route  Connectivity

- File Sharing » General

I Shared Folder

Enter the server name, DNS server and default gateway information.
File Services Server name: MyDSM

Default gateway: LAN 1 Edit
a2 User & Group E v ¢ )

IPv6 default gateway:
E Domain/LDAP
Manually configure DNS server

.  Connectivity

® External Access

Advanced Settings
/‘\ Network 9

@ Ssecurity ~ Proxy

B Terminal & SNMP Connect via a proxy server

< System

o Info Center Advanced Settings

F Login Portal

% Regional Options

Reset Apply

o EENBZ: THAR KA ERE L, W THEMSIEGELRE PARR B . & iR
Synology NAS FIZEHLA, WHEEMEKI T KRS BBRTE AR LK.
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_routerconf?version=7
https://www.synology.com/knowledgebase/SRM/tutorial/General_Setup/What_is_port_forwarding
https://www.synology.com/knowledgebase/DSM/tutorial/Network/What_network_ports_are_used_by_Synology_services
https://www.youtube.com/watch?v=caN6XGJOYRw

o DEFIAMR: WK EZLZ DAFFIRZ, UE Synology NAS Hh A H i DA GRS H AR M 2% .
DARARAR E & HI R, BRSSP FRERA RSG5 i BRIA R 55 1 JR i
L, IR IR R AL S BT o

+ $57%E DNS RS588: 14 550 (DNS) WJ45 5 T-1c A2 1y I 4 M b AT Jhy 242 0 4 1) 2 o5 BT 468 L P00
Hidik. 24 Synology NAS HEREFELAL (W1 “www. synology. com” ) B, . DNS ARZS 28 71 57 25 i)
Ui IP Hihk “210.61.203. 2007 , MIfifE Synology NAS wJ LG MEiEE. TEEMXIE T, &
WL A R FoEE DNS RS 8846 ik DNS JR%S % & IR 45

o B CIBIRSFERIERE: (UM aAUR R I A U7 W 4% LB . 45 20N Synology NAS 4R7E
R, HARRERIR @SBRSS SRERE, MAINRD, A5 AdiNAa.

ARFEMA G ENEZER, HSHAEL.

EIEMEEN

W24 T AERE Synology NAS JEFRFUAMLM 25 52 A . AT LIERERIEAR > 4% > M8
O P o P 2 B TG B = FE R R, 0 R s -

J Control Panel ?2 = @A X
el Q Ssearch General  Network Interface  Traffic Control  Static Route  Connectivity
Create - Edit Delete Connect Manage ~
1A shared Folder 2
LAN 1 DHCP
File Services [ o v
Connected
.
o User & Group LAN 2 DHCP
~
E Domain/LDAP

PPPoOE
A Connectivity Discon
® External Access
/‘\ Network

@ security

B Terminal & SNMP

~ System

@ 1nfo Center

B Login Portal

NS IP: %3 DSM J5, Synology NAS <xHZJA DHCP (FhaSENECE IO MRS Uik &)
REENZS 1P Hihk. WEREFE KT Synology NAS HEHZRA, HAEMRMEMZNE [P B, 4
ERARE ML, BEREE, NS IPvA L5k L)k BEhIRENMESECE (DHCP).

« BS P WRECSH EE TP Mk, WRTDOG IR PR E R . 0 A,
B4 Synology NAS JYEifas TP bk, POVIXFERTUAME IT 5 HE G RAMMBEAT E 3. 52 1A
WfTAE DSM BB 1P il SRR

 PPPoE: MMM Synology NAS it DSL il as s B e, JFHEM ISP LT
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_network_general?version=7
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PPPOE (LA st s 5%, AT DR FH b 28 B, 1k NAS W] AZESCA BE i as B 1 00 B
YRS, . A E T fEWMIZE DSM LJS ] PPPoE #EHE, SRS,

FEEHEIER > Mg > MEEO D, EWLREEL Y Synology NAS PIZEH IASCHIBE, BIF

IPv6 HEHE, VPN i B A Link Aggregation. PANFBZM A X ek U 5] 2468 T AR HL AT
=)

28 IPv6 &

i

. 3 Q search General  Network Interface  Traffic Control  Static Route  Connectivity

~ File Sharing Create - Edit Delete Connect Manage -

B8 Shared Folder dit «

File Services
IPv4  IPV6  802.1X

&% User & Group
IPvE setup: Auto -

n Domain/LDAP

- Connectivity

‘ External Access

/‘\ Network
Set as default gateway

o Security

B Terminal & SNMP

B 7l TPv4 PRUSCEREBIRLEAL, DSM RIEIE LUT PR SERG (AT BAFEIISR A EATDD SC8F TPve Hiuhik
45K

o XWEZEMI: TPv4/IPv6 MU ALMECE ik R A TPv4 Al TPv6 HhhEACE Synology NAS. ffi
VAT S IPvAd FI IPvE PL8ERIE] A BE iR .

o BBIE: BRI PO AR S — YN B AR RN L TTVA T E Synology NAS ¢
IPv6 FEEEHEAE [Pv4 RGP IFET TPva WIESHEATRI%.

FE T RUMT B R TPve MR, SRR,

$IE 1R 59 158
« Synology NAS BMBLERRS 2 %5 IPv6 ?
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_network_lan?version=7
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$F1EHY Synology NAS 535/ VPN 25

j Control Panel ? — A X
ey Q search General  Network Interface  Traffic Control  Static Route  Connectivity
~ File Sharing Create - Edit Delete Disconnect Manage -
B Shared Folder
LAN1 DHCP
e ~
a File Services Connected
. LAN 2 DHCP
a2 User & Group Disconnected -
E Domain/LDAP ’ VPN - MyDSM .
Connected u
-~ Connectivity Connected time: 00:00:22
® External Access (B2 ey
Sent: 96 bytes
/‘\ Network Received: 58 bytes
@ security PPPOE
~
B terminal & SNMP

VPN CREFLE FHIZS) AR5 Al T Lo i & FH X 28 Fib 25 0 0l 925, RS & bl kb o ik m] Tl i
INEPEE R Synology NAS FJIR %344z .

1)) DSM, #&Euf L@t PPTP. OpenVPN BY L2TP/IPSec PN EEFAHLEF Synology NAS iE#:E] VPN JIR
Sa%. WHHRAZAY VPN RIEFTH, BRI LUEH VPN Bl B SO AEAS R IR 55 # 2 T8] E 4 o

EHL T A AE DSM BN VPN B E S, S SR .

{1 Link Aggregation A& LAN

J Control Panel ?2 — A X
P ] Q search General  Network Interface  Traffic Control  Static Route  Connectivity
-~ File Sharing Create - Edit Delete Connect Manage ~
B shared Folder
< Bond 1 DHCP
~
Connected

File Services

. Network Interface Network Status
ma User & Group

LAN 1 1000 Mbps, Full duplex, MTU 1500
B pomain/Loap LAN 2 1000 Mbps, Full duplex, MTU 1500

Subnet mask:
~  Connectivity IPv6 add
w6 address:

g External Access Network Status: 2000 Mbps, Full duplex, MTU 1500
-1 Network LAN 3 DHCP
- ~
e Security
LAN 4 DHCP

B Terminal & SNMP Disconnected

Link Aggregation W[iEI AL AMLKEEIIHEE Synology NAS [HAivE, Jf HIRMLA EHIEH L
TRASTE) B R 48 2 . 7 B T it ] Link Aggregation ZBEMZRIEND, HSMA.
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EHIMERE

j Control Panel ? — A X
Fe d Q Search General  Network Interface  Traffic Control  Static Route  Connectivity
~ E -
File Sharing Create  Edit  Delete LAN 1 -
[ shared Folder ~ Enzbled Ports Protocol Guaranteed (KB/s) Maximum (KB/s)
File Services v Windows file server All 5000 10000
v VPN Server TCP 5000 8000

s User & Group
n Domain/LDAP
- Connectivity
% External Access
/‘\ Network

@ security

Bl Terminal & SNMP

A System

o Info Center Reset Apply

TEREHIER > M > REEEIP, ErTRUEH] DSM RS sk g s, DB IEAEIR . SREE AL
P E S R BRI E RS B, AT AR R SR ) UL _F i 52 H ORI T8 AR K 9

AT R SR R R, ESRAR.

o ERSIEH

J Control Panel ?7 — A X
N Q search General  Network Interface  Traffic Control  Static Route  Connectivity
~ File Sharing Create Delete IP Routing Table IPv4 -
B8 Shared Folder & Apply  Network Destin... Netmask Gateway Interface Status
File Services e Bond 1 Disabled
v Bond 1 Disabled

aa User & Group

u Domain/LDAP

A Connectivity
Q External Access

/‘\ Network

@ security

B Terminal & SNMP

~ System

o Info Center Reset Apply

TEREFIER > M4E > BSIBEY, K0 DU h7onE] DM hr# L. Xk, DSM _LERIR
5 UL T LUK X 255 1 ) S T S [R) B AR AT A i, DT v PR A B3 v I S e 48 O B R R
T TR EESEY, EERAX.
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9.3 XEARSS =

ARELAR 5545 8 e, T2 R 2% _E K3 7 o 5 0 45 1) AR 5% 5 2 R 4 I 2% 30 SR AN s

Tnr DURH AR R S 8 IR R I, ATl pEM SR it 7 PG I 25 B 2 DL R I pROoxt 5 L I 453 5K
Wi 232 ¥ o

b Proxy Server ?2 — M X
Settings

£ settings 9
Proxy server manager's email: webmaster@mydomain.com

K cache
Proxy server port: 3128

e Access

~* Enable caching

& Authentication Enable logging

=4 Proxy Deployment

TCP
localhost
514
Export Logs
Restore to Default
Reset Apply
E’ Proxy Server ? — B X
; Authentication
£} Settings
Require authentication
K cache
Display the following message upon authentication in the user's browser.
e Access

Hello!

& Authentication

=4 Proxy Deployment

Reset Apply

RIBRS ST AR B O T 2. &5 7 E M B E RS A, HZ R
IBIRSSER T L

FIE{ER 51
o FHET R E AR S A% Synology NAS, EZ WA ERRERSEEET .
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_network_general?version=7

9.4 DNS Server

Bﬁ DNS Server ?7 — A X
W Zones Create - Edit - Export Zone - Delete
Zone ID Domain Name Type Status
By Resolution
syn.local@Active Directory syn.local master Enabled
i= Log _msdcs.syn.local@Active Dir.. _msdes.syn.local master Enabled
Syno.inc syno.inc master Enabled
» Keys i Y
M@ views
o] Settings
3items C

W4 RS (DNS) &M IERE . CoBa S AR (B, a1 “www. synology. com” ) Bt
IP b (fl4n “210. 61.203. 2207 ), M 7 0] DU A H 8 9 2615 m] P 0T« ST B e At 5

7€ DSM o, ®JLLiEIE DNS Server # & DNS k5. MEMEIWH T MEHEE, & Active
Directory MRS FT L TR © B4 LR IfE:

* Master X157 Slave XXig: fuvraf DNS ALAFBEATREARFEHIRD DNS d45t. ALK DNS 5 BA7 Gk
FE— Master X (COEHHAIEE / SREIAD ML Slave I (W& A BERIAD o,
PR fR DNS JIR 55 F) ey ml F

« DNS®&: 24 DNS Server JLiEfEXIHHHKZIILEL TP Huhkwf I A2 0 DNS A b 7532

o TSIG Z4A: (EHINE RS DNS SRR .

« KFESEI DNS: NEAEumfddt HE L DNS FERIDIAE: XA LA BholE DNS Xishid s i
EPEREEAE AT .

HE TR L E R E DNS S5 4%, 1526 DNS Server THITCE.

§IE eR 57 i
« #{T7E Synology NAS Li2E DNS iR528 ?
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9.5 DHCP Server

DHCP i 55 %% 2 B 8l e T [R— R A IR 2 7 i e 5 0BG TP SBREAN 26 280 (1 an 5~ R4S . DNS
MR S5 4%45) o IXKE, LA BN G % i i Tl E M 4 B E .

° 2

o Network Ipemremma Edit Enable DHCP server
| Edit X
B3 vendor
ﬂ.{: o DHCP Server
Enable DHCP server
Create Edit Remove
Cancel oK
DHCP Server AIUFEEAFHLL FEM 24 58 T W6 AT b B/ BT E DHCP M55 4%, 1%
Z A,
9.6 VPN Server
EII VPN Server - X

Manage VPN Service

B

& overview
W Connection List

= Log

B

£} General Settings

& Privilege

tH

Set up VPN Server

& ppP
B8 openvPN

@ (oTP/IPSEC

PPTP
Enabled

IP range

Current connection

OpenVPN
Enabled

IP range

Current connection

L2TP/IPSec
Enabled

IP range

Current connection

10.0.0.0 ~ 10.0.0.255
0

10.8.0.0 ~ 10.8.0.255
0

10.2.0.0 ~ 10.2.0.255
0

56


https://www.synology.com/knowledgebase/DSM/help/DhcpServer/connection_network_dhcp_server?version=7

TEATLORE Synology NAS #4205 VPN CREFLLHIRIZE) Hids s, MTTLE DSM 7 G B AE T AR AT
LAMIERLF] Synology NAS P R .

2 H5HY VPN Y

o L2TP/IPSec: ##flt2:4: VPN EZEM LA S . ©2 KEHE 5 (0 Windows. Mac. Linux Al
FEhd ) .

» OpenVPN: —F s, TSl v SR VPN &8, EEH SSL/TLS hn% frir
VPN 4%z,

e PPTP: KZ%0% i (435 Windows. Mac. Linux fl Android % %%) XHRFI—F4CIH VPN Wil

FHELT U fE ] VPN Server @ VPN %, WS RAX.

FIE e 59 152
- #N{a3E@5E Windows i+ &1li%#%] Synology VPN Server ?
- W{aJi@st Mac i&E# %I Synology VPN Server ?
« M{T3E32 Android 2 &i&# % Synology VPN Server ?
- M{E3E5 iOS g & %S| Synology VPN Server ?
» A% Synology NAS t#9 VPN BR5RYE I io)
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10.1 BEEFEIRIR

B control Panel 7 — B X

e 1 Q General  Power Schedule  HDD Hibernation UPS

Syst =
ystem ~ Memory Compression

Info Center
o ~ Enable Memory Compression to improve system responsiveness

@8 Login Portal
~ Power Recovery
¥% Regional Options
° g P + Restart automatically when power supply Issue is fixed

B Notification Enable WOL on LAN 1

W Hardware & Power Enable WOL on LAN 2

Note: With the feature of WOL enabled, the system will enable the feature "Restart automatically when power

- =
External Devices supply issue is fixed."

1} Update & Restore
~ Beep Control

™ Services Beep when the following situations occur;
.‘0 Synology Account v Cooling fan malfunctions

3 Application Privileges ] Yolume le:abnormal

+ SSD cache is abnormal

ﬂ Indexing Service
+ System powers on

*** Task Scheduler

Reset Apply

EfigE
LRSS > BRI > EMAFIE Synology NAS [URMUREMFULE, HELLF #I:
* WAEIRSH
* RS
« 7

o WU A

BIRIZE

ATAEIEGIE R > BEHAERIR T A LL R IR PR E Synology NAS IR E.:

o FRANITRIEE: 45 DM HahJH SR T R

« HDD fREE: 45 E f A BE AN RIRIRES BT B 0R B 7] ST 75 Bl 18 DD FE A IE KA A 75 i

« UPS: i/ UPS 3HF, LAFERAMHTHII ZEK Synology NAS MIzATHfIA]. XA A DSM HEAt 2 ug ()
IR [ SR PAT 1E 5 AL

58

$10%: EH



$10%: B

FIE {eR 5] 1%
- FaN{@3ET LED 2R AT IR A KEEAY Synology NAS ?
+ HDD {KEE - 25 RIEFIREREHXBIR T4 ?
» Rt AFR Synology NAS T&i%i# A RERIET ?

10.2 ERI'F

&R FERIEAR R BT N DSM ATEFRI N R (40 File Station) HE CESKMTL
FIP . B S S AL DL B 28

AT LLE X DSM 3 R HTTP/HTTPS S 10 344 a5 44, 3 fdi B vl LIS [ 52 X URL 15 1]
TAT. FP B DSM JEANE BN AR, M2 H E e L URL B85 S H A HE NN T A . XA
A ] CAAE I AT 0 N FH R P B SR8 5, I mT DA 1) HeAth ) P 35275 DSM s B R AR 77 11
g ) AR

WA 2% 5 A PR S B A Synology NAS U224tk BE B V7 R4 m B0 AT BRI HE L TP shkfT
il Synology NAS, e E s ARFE R 55w MR W] ik 5245 A5 H - AU 1115 ) Synology NAS.

HE TR EM R RE, WZHERIP THXE,

J Control Panel ? — A X
s Q searct DSM Applications Advanced
A System Login Style
o Info Center
Edit

B Login Portal
7 Regional Options
B, Notification Web Services
1)} Update & Restore DSM Port (HTTP): 5000

DSM Port (HTTPS): 5001

A Services
Automatically redirect HTTP connection to HTTPS for DSM deskiop
:0 Synology Account
Note: You can import certificates on the Certificate page

Q. Application Privileges
Domain
Indexing Service

=** Task Scheduler Reset

10.3 RiR MR
P Y EL MRS S IR Synology NAS 0 CPU FEMIZ. pafeREMIS . BRI S RIR4

AT LA Dy S s DL LR e I 1] BEA IR R e S PG 0L, 9 1R SO B T 4 LB e 1 43 1 9 5
WL
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https://www.synology.com/knowledgebase/DSM/tutorial/Management/What_is_the_difference_between_HDD_Hibernation_System_Hibernation_and_Deep_Sleep
https://www.synology.com/knowledgebase/DSM/tutorial/Management/What_stops_my_Synology_NAS_from_entering_System_Hibernation
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/system_login_portal?version=7

EEL DSM_EIRAT IR SS FERE R Synology NAS (¥ 7 AT LB Prfee B 2R Sk BE 42 1l A7 1) 252
o, AT DA L3 B Pk e A PR ] 0 e 55 e AR A ST L SR IR DSM B B i
HIF U7 e) NAS b5 .

HE TR EM R E, WS HERSNEE TRCE.

# Connections
@ Speed Limit

B Performance Alarm

@ Settings

e
Utilization (%)

W Resource Monitor - & x
& Perfor Overview CPU  Memory Network Disk Volume LUN N
rmance
cpu Memor
22 Task Manager i

7% Utlization (%)
Volume

Al

N

10.4 BES

HEP LR ER ARG HE. G0 DR EE B E, DB R A G i 3 e 2 08

E Log Center ?2 — A X
Overview
&= ~ Number of Logs
= Logs Utilization (Past 6 minutes)
@ nNotifications 2021/05/11 17:52:01 @ aa
8 | Total 0
N Archive Settings None 0
6 | None 0
. Log Sending None o
4
%, Log Receiving
N . 2
{3} Settings History
o
149 17:50 17:51 17:52 17:52 17:54
~ Last 50 logs
Date Time Level Host Name Category Program Messages
05/11/20... 17:24:41 Error Blackbox SYSTEM MetworkBa... Shared Fold...

WHE DSM B, BRAESL T SEeE HEd G, HERSEHIEE nEfE HEEmAH SR , £
MUAEEHR O BEROENS.

TR H Bl WS LR SR
o BEFL (WETIED
BESL &)
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https://www.synology.com/knowledgebase/DSM/help/DSM/LogCenter/logcenter_desc?version=7
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10.5 Universal Search

fH Universal Search FI/EHZAEHAT KB A RIEAIER, RFHdiJLUFEATE Synology
NAS AR FIRET . SCREICRISCRE . ST A SO ST A 25 G ) 2 1 DAL T SO S g S0
AT PO HAER O R BRI E E N ZORE IR SRSB4 .
Universal Search LA FIiH :
« FERGISCHI AR (BRI F RSO
o REE T B SO

* Note Station HAIfHZ

* Synology Office F¥[¥JHL TG A1 LAY
* Bk DM HE B SORY

° NIRRT

FE TR Synology NAS LI H LA KBCEM S E, 152 Universal Search T3
=

°

.‘ Universal Search 72 — m X
m storage ® | ¥ & - i}
L search Resulis . Help (24)
=] Storage Central Management System
@ All Files = SAN Manager SAN Manager
2y Document = storage Pool Storage Manager
8 Photo &= Create a Storage Pool Sterage Manager
3 Music = Add Drives to Expand the Storage Pool Capacity Sterage Manager
Video = Change the RAID Type of a Storage Pool Storage Manager
el
R = Repair a Storage Pool Storage Manager
Help = Convert to a Multiple-Volume Storage Paol Storage Manager
28 Application = Assemble a Storage Pool Storage Manager
= safely Eject a Storage Pool Storage Manager
=] Storage Overview Storage Manager
Show more
Application (7)
[ Storage Manager
31 items

10.6 Central Management System

I NAS RENTHURSS 43, KAl NAS 4R NFEE RS &, FINEPEEL S Synology
NAS. TELNURSZE L, SAITRMMEREZ & NAS [ LT 580 G0aT LIOKESRmE Cf9i) A5 PR 4 ) FT By
KD B TIE RS As, IR RS & LB ATHES (BlUnJE ] Wake on LAND BRH 5E SUMIA (4l
UGN BT R AT o XA LAB PR T Al 55 18] (0 TE L AR A [ O A

FEG At b, AT DT RS S BAA R R (PIRLEBRSAEE A L)« KA 2 S
IRZIRGEFFE ) s RE AL, 22 DSM RRCAAI AR FESEA IRSS &% L HUTTE# 4%
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FET R E A OC R B, WS Central Management System T B # .

n Central Management System ?2 — B8 X
BB Overview All Servers -
B server Server DSM Update
g Group

1 server
@ policy Up-to-date
Connection Count All servers are up-to-date.
B Task °
Connected 1
= Leog Unavailable a

Monitoring & Update

< DSM Update

Volume Drive
B storage
Service ° Healthy
22 Package Healthv i
Status Count All drives are working properly.
Usage over 90% aQ
Usage at 80-90% a
Usage under 80% a

10.7 Active Insight

Synology Active Insight s& 3T =MARS, AN Synology NAS fR{LSER; R4clis. ©idd b
RS H B 4EDT NAS:

=P, WIRS F5h s Synology NAS [RiafTiR#t. TERE. Hyper Backup (F&FIEFIGE). &
SRR ERE RS / R P HEA SR B NAS, DB AT DL R A (E B R

E{EEE: Active Insight HEIERTT AL HR R HFEFRALIAT Synology NAS HIfEE
B EALIRE 1T AR TIERE, FOMBITALENMEAR S Synology NAS; Fif N2 H
AR BT B .

o EBNRIBEHERR: URAERG TN, Active Insight il Ha7-ME AR 3 B HTRR P rh if 41408
FIPEBEHEA, LU VRS HERR o A% R BB D SRR AT T 4 R R e S S AL T 75 O I 16D

Synology Active Insight JRFFI7ENE Active Insight EfHEH.
o HETRUMTIEE Active Insight, WS MA.

s HE TR ER Active Insight, iHZRA.
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https://www.synology.com/knowledgebase/DSM/help/CMS/cms_desc?version=7
https://kb.synology.com/DSM/help/ActiveInsight/activeinsight?version=7
https://kb.synology.com/DSM/tutorial/How_to_monitor_NAS_using_Active_Insight
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10.8 ZREE

AT TEERIE AR > EMAZER > RGEE P DM HE N BOIAKRE . Fra - 8dE M R 50
Bk, DM & FEABNKEE . HETRUMEE DM, 5SRA.

J Control Panel ?7 - A X
N Q searc DSM Update  Configuration Backup  System Reset

@ 1nfo center Factory Reset

ﬂ Login Portal You can restore your Synology NAS to its original manufacturer settings. All user data stored on the drives will

be erased and the entire system will be restored to default settings.

¥ Regicnal Options

B, Notification .
Reset Option

¥ Hardware & Power Keep admin password unchanged

E External Devices Nhe

1} update & Restore

- Services

'.b Synology Account

% Application Privileges
Indexing Service

" Task Scheduler

Reset Apply
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11.1 Synology Office

Synology Office s&—E R SLILLH A I PMERM T A, 58I Synology Document. Spreadsheet
A Slides, 0T LAMEH galh TR AN G A2 TAERARE .\ AT TAESCHER R4 IR
7, BT DA F S % CEISTHENL. Bahs & AT AR L) B BE M U5 ) ix s 1

S&TE Synology Office HH[REUESCRY v IS F SO N A7 -4 b4h, 4 Synology Chat ZE3ETE
[@—% Synology NAS _EfJ, ik e n] LABER Epa 47 BP0 52 5 A 0ME .

HET R I AEM ] Synology Office, EZ AN,

FIE {eR 5] 12

« Synology Office X#FHIS A HEE A (T ?

« #faFF Synology NAS ERIXZ#HS A Synology Office ?
« Synology Chat ¥

11.2 Note Station

Note Station jE—sfERICKM LR, FHLEHIN. BH . EHM RN R T IERE. X T&
B AR — MRS, HPT DL IN & TR (NS H RS o BWATBIE Chrome 5T
A Synology Web Clipper fRAFSIIURISCA / BTG . M ITAZFRENS R REAT 70 H B K T A1 02K
FHCHAAZ T, iR L

Note Station FJ7ERITTNINEASH . VBN ELI SRR LACR R sl AR A A . 3528 7 it
A& Note Station, AJLAZ[RZAN3Z.

FE{ERI 152
- MN{I7E Note Station PREMALIERER ?
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https://www.synology.com/knowledgebase/DSM/help/NoteStation/note_station_managing_notes?version=7
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11.3 Synology Chat

Synology Chat s&—FHBRIISVH MRS, AR N LAE Pl E AT 5 E . 80T DU IE— X —H
B BT ORI BEFA N 1 8 22 A B B A

7E Synology Chat &Hizi G, BT DUSHIAIE B E . B N A MHIBR RS LU A A H &
Synology Chat UL T2t S AINAERTE L mACE, BRSUENE. P& HRIME. SEEEA
KHLEEN. o

ZM% T 5 Synology Office. Synology Drive #1 Synology Calendar LA 5& TAE 37 Bt
fE. B, P AZER Synology Office IAFE . A2 IHEE A IEERES] Chat JiE,
MJE DI 1.

Synology Chat WJ7EM TN WG AFE AL s R 7 LABCR A s SRR e U A . A7 S iy 15
BMEPL Synology Chat Server MIEZ(FR, W Synology Chat Server TR #,

11.4 Synology Calendar

sl Synology Calendar, EWLABCEANNHPIIFSAMAILE . G0y LLBIEE F IR R4 (5 2
CRAEHE . W), AL EAERD , DU R % .

PRALT SRS HET, WEE A UInEEge. S B wmEVIESIR. TEHIZ
[ S H . 4, 24 Synology Calendar %Z3E7E5 Synology MailPlus #H[E[H Synology
NAS L, TTEEIRSS IS R .

LB RU{ X E Synology Calendar, 2 [ZA3Z.

FIE {6 5 is%
o #N{a]{EFH WebDAV Server {fEE&HA ?

11.5 Synology Contacts

f&H) Synology Contacts, #ERJUAGIEEER A MYEALFRZE LLJT R 5 DL 5 4 2% 72 3t il i i
BH—NEINEHE N E A ZRA, P&k 2 pra e i, 3EL LDAP )
HAEALTEPAT

I4h, Synology Contacts AILEA75Y4 Synology MailPlus MIEZR AR MThAE CHEAZEET7E
—& Synology NAS L) o M FuiH F'7E Synology MailPlus HRIEH FIREERS, ‘& REGEHEME
FL T IS A1 N

LT REWATAE ] Synology Contacts MHHEER N, HZA.

FE R R I

* MANFEX % AM CardDAV BR5528 S A Synology Contacts ?
- {3 CardDAV $% Synology Contacts B ZIF B EhigE ?
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11.6 Synology MailPlus

&0 Synology MailPlus, #EJLAYE Synology NAS iz A5 # B4 MBEIRS: . MailPlus B4
LGB Synology MailPlus Server A Synology MailPlus.

Synology MailPlus Server

Synology MailPlus Server J&—/MEEIfhlG, #nl LAI7ELL b b BRI 42 MRS 1 AR 45 e . 1 BTh
ARl

o BRI ETE. STHFUUT TH DR k57 852 IS 00X 258 ) £ 0 IS e s N S 2 0 B AR 47 b - I 2 o
Fh: DNSBL (FEFIkHZ RGN E AR o BiiaEdId. EF M-k =5, SPF/DKIM/DMARC 46EAT MCP
GHENBEGSD .

o ZEEM: MailPlus Server AILLISCHFL /M. BRI DANF—FI B MR E 504 . HaE
ik AR BR A 3T B AR R IR i

o MailPlus STIFt: M4 Synology NAS AJ LAk MailPlus =y r] FHTEAERE, RATfHEND k4
PR BT R S EMIRS . R SPATRFELE, DA IR ARSI A2 P IR 55 23 I AR B — 2
T 875 10 2500 25 2 5 4 I 55 i A= AL T

Synology MailPlus

Synology MailPlus f&—FhZ DIREFEL M2/ b, &M Tl E2EM B AS . IR T

o« BBFHBE - B TMEXZR ALER: 24 Synology MailPlus. Synology Calendar F1 Synology
Contacts 7E[A—% Synology NAS Lizfrh), {5 BRI CAESANFIRRS TR . Hlan, &-FlseEn
AATUME N H DA INE] Synology Calendar, Synology Contacts AJLASRMEERF ASIZR AL
H A N

o HZERAE: D AHSFT AT LU HAL BT 3L, DL YMEYCAT R R SR H R ER o

o BEXEFHRAFIEER: LI E DA EIESHN, LLE SR AR, SO E LT
IS 250 AR 2 WIS A LAREAT SR P LA B

s BT RBENMBRE

FE T fRafiEE Synology MailPlus Server WEMMEMRSSHE, 1HSRA.

3IE {eR 5] 12
o AR ESHEBZE Synology MailPlus FHi%E#F&iERY Synology NAS ?
« MM Microsoft Exchange 1F8F i +3E# 2 Synology MailPlus Server ?
« @9 Synology MailPlus Server SIS FAtE&EE ?
« #NfalZ Mozilla Thunderbird 1 Microsoft Outlook E#&& Synology MailPlus ?
+ HEBIAF&AER Synology MailPlus BITXBR - ZEAT ?
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https://www.synology.com/knowledgebase/DSM/tutorial/Collaboration/How_to_set_up_MailPlus_Server_on_your_Synology_NAS
https://www.synology.com/knowledgebase/DSM/tutorial/Service_Application/How_to_best_deploy_Synology_MailPlus_and_select_a_suitable_Synology_NAS
https://www.synology.com/knowledgebase/DSM/tutorial/Collaboration/How_to_migrate_emails_from_other_mail_servers_to_Synology_MailPlus_Server
https://www.synology.com/knowledgebase/DSM/tutorial/Collaboration/How_to_create_a_high_availability_cluster_for_MailPlus_Server
https://www.synology.com/knowledgebase/DSM/tutorial/Collaboration/How_to_check_my_Synology_MailPlus_on_other_email_platforms
https://www.synology.com/knowledgebase/DSM/tutorial/Collaboration/Why_is_MailPlus_stuck_on_the_loading_screen
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11.7 Web Station

c Web Station ?2 — @A X

B status General

Default server status: MNormal
D‘_] Web Service Portal

Personal website status:  Disabled
{I> Script Language Settings

Web service portal status: Mormal
m Error Page Settings

Back-end Packages

MName Status Management
Nginx MNormal

Apache HTTP Server 2.2 Normal @
Apache HTTP Server 2.4 Not Installed [

PHP 7.3 Normal |y

Service Packages

Name Status Management
WordPress Normal [
MediaWiki Not Installed [
phpMyAdmin Not Installed @

Web Station A[iL#&ETE Synology NAS LHEEMEL. ijd PHP. MySQL. Nginx. Apache HTTP Server
AN EE = J7 B SCHF, ST DU BLA R SRS A s A BTN 1, DA 2 8 1 N BRI 55 75 3K
L BAR D RE AT AR HL R M TR

o BIMEE: EBTLEEEZ AW, SRR A ME— 1 URL.

o NAREE: BT BUONER N A, S5 LDAP )7 X RS R T D)7, AEARATT T DAFERE B L R
« PHP RN ERTUARI AP E XEEX

HXRELIELE, S Web Station FHIC#H.

BIE feh 5 152
« {7 Synology NAS EZR2ig Mk ?
o WNfANIR B AT HEE MRS A R R ?
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https://www.synology.com/knowledgebase/DSM/tutorial/Service_Application/What_should_I_set_permissions_to_folders_for_websites
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£ 12 5 ZIRIE

DSM ) 22 WA N FE P L AN AR o] DAY RE ST B 1 LR A . BB DL K BN i s iy =235 o . AR
A ABHELE Synology NAS B JRCF G AR Y 25 1) — 26 = B Th fE

12.1 Synology Photos

Synology Photos 2xUNEEIf R RRAFAE Synology NAS MR FIANAR . % Bl R 5 1 e HEG A T4
PSR E, H P T DR B O S e i e
Synology Photos MIEEANIETI-R#FR R — T EIRE

o SRR 7 AT DL SO BEOR AL P T A AR A N ZETE) b ik ied, i mT LA
HEZmE IS AN R T,

o MBS, A T LGSR I B, TR AR S A S ]
o HEFI TG I S AIEZ R

& SynologyPhotos Photos Albums Sharing

All Photos > Trip to JP

All Photos
> 0-customized &h |
> 2019-6 Dragon Boat Fest '%

1 i t?'* W

> 2020-8 Mt. Jade: il
{f
> DCIM wh*

Lgk
ﬁ~ .'I‘

IMG_1940.jpg

> Finding Nemo
“ IMG_0035.JPG IMG_1867.jpg

> MobileBackup

> PhotoLibrary

» PhotoRequest

~ Trip to JP

.

IMG_2173 jpg IMG_2234jpg IMG_2417 jpg IMG_2419.jog IMG_2305.jpg IMG_2107 jpg

IM& 9046.in0 IMG 2005 ina IMG 1062 ina IMG 1006 ina IMG 1870 ina IMG 1588 ina
22 items

HF S HFEF#E 10S Al Android W& FAEH . & BESZIEMBINNE . BEAS&. Bl
it AirPlay B¢ Google Chromecast K[ Fr $2-55 2 Hofih hf %5 .

LT R RAE M TU B g 5 (E Synology Photos M2 SR, HSIASL. HE T AKX
Synology Photos BBNRINEZEE, ESHASL.
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12.2 Video Station

AT M#E ] Video Station RAEFLGMIANANLE . 7 Synology NAS LFAHLELGY. MM HE S EM
B, HFHIRB LR, BIETTENL. A DLNA/UPnP MRt i@ il 2 (DMA) . AirPlay 45 A1
i &%,

B TR P Video Station, %[ Video Station T3,

HE{ER IR iE
o FUNMEIET Video Station/DS video |7 it 5857 #R57 ?
» A9 Synology NAS 2EZH 87 4K Y47 ?

12.3 Audio Station

FEZ AP H R, 58D Audio Station, AT LA M TN Y25 B 254 Ui ] Synology NAS
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https://kb.synology.com/DSM/help/VideoStation/VideoStation_desc?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Multimedia/How_do_I_stream_videos_smoothly_via_Video_Station_DS_video
https://www.synology.com/knowledgebase/DSM/tutorial/Multimedia/Does_my_Synology_NAS_support_streaming_4k_videos
https://www.synology.com/knowledgebase/DSM/help/AudioStation/AudioStation2_desc?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Multimedia/How_to_enable_Audio_Station_skill_on_Amazon_Alexa
https://www.synology.com/knowledgebase/DSM/help/MediaServer/application_mediaserver_desc?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Multimedia/How_to_enjoy_multimedia_contents_stored_on_Synology_NAS_with_DLNA_UPnP_compliant_DMAs

12.5 R51HRS

Jll control Panel 2 — B x

A Qe A Media Indexing

Bl lerminal & SNMP
Media Indexing can automatically scan multimedia files such s photos, music, and videos stored on your DiskStation, and index them for multimedia applications.

~ System Applications: Video Station

@ info center status Indexing media files
Indexed Folder  Ae-inde

& Login Portal

Note: Image files under the shared folder */phote” will be automatically indexed after the Shared Space of Synology Photos is enabled
¥ Regional Options
~ Conversion Settings
B, Notification
The converted thumbnails for photo and videos will optimize browsing experience on different devices
© Hardware & Power
- Thumbnail quality: Normal Quality -

' )
External Devices Enable conversion by schedule

1} Update & Restore Frequency. Daily
Start Time:

A Services
End Time:

&g Synology Account
& Application Privileges

3 Indexing Service

% Task Scheduler

R MRA Pt T —F oy 2Ok BRI R 5] File Station FE Lz U i 2 AR . 2R 5]
Ja, XA DMA Ui, JEAEZ A ELE (B Synology Photos. Video Station. Audio
Station. #EAARARSS2:H1 iTunes Server) HIEIR.

BINEILT, photo. music M1 video SUIFJerPHEHT UM & AR R S| WEREQIEZR G0k,
HHEEEIER > R5IMRSS. Ui b, SR DGR / B ERR TR iR ML A
el i A PR P B 1R

AREGIMBEMWELEE, HSHAERX.

bE
o R HITFEAR S 2% 1 B S HIE = RIS NN R Bl S .
o #H[TE Synology NAS L¥INZix 100 NRI| .

12.6 Advanced Media Extensions

EISTREE RS BRI B SO VAR SS . f5 B Advanced Media Extensions, Audio
Station. Surveillance Station. Synology Photos #l1 Video Station ZEE{FREMSETE Synology
NAS A7 I s R A4 i (HEVC) SCARIFIRWT i S Admiisy (AAC) A

% Advanced Media Extensions [ ZVENEE, 55 W ERENE.

70

B12E : ZHRF


https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/application_mediaindexservice_general?version=7
https://www.synology.com/dsm/7.1/software_spec/advanced_media_extensions
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