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About Synology Directory Server

Synology Directory Server provides a centralized platform for account and resource
management services powered by Samba schema. It supports commonly used Windows Active
Directory® features, including user/group management, organizational units (OUs), group
policies, Kerberos-based authentication, and the deployment of diverse client devices. With
the domain service set up by Synology Directory Server, you can securely store a directory
database, manage user accounts, and deploy devices based on your organization structure.

Synology Directory Essentials

This section provides an overview of Synology Directory service to guide you through the
knowledge required for performing administrative tasks via Synology Directory Server.

Directory Service

A directory is a repository containing individual users, groups, locations, and various types of
information. It is a tool for data storage and management, allowing users or devices to easily
find the information they want to access. In computer science, a directory service stores all
account information in a centralized location. This service allows multiple resources to work
together, and is ideal for authorizing user access, configuring identities, and managing the
relationships among users and groups.

Active Directory” and Synology Directory Service

Active Directory® (AD) is a type of directory service that offers a centralized database of
information. It allows IT administrators to securely manage objects and resources, such as
accounts, computers, and printers. Synology Directory Server provides the AD-based Synology
Directory service, allowing users to store and deploy resources on an intuitive interface.

Domain Name System (DNS)

Synology Directory service adopts the Domain Name System (DNS) to organize computers,
printers, or other resources into a hierarchical structure.

A domain is a logical boundary set up for the creation and management of resources, and DNS
is a standard Internet service that structures resources through domain names. In a domain
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(e.g., "syno.local"), devices are deployed through DNS, which resolves readable hostnames (e.g.,
"pcl.syno.local") into IP addresses needed for locating and identifying devices with Internet

protocols.

It is necessary to set up a DNS server to maintain the functionality of domain when installing
Synology Directory Server.

Domain Controller

A domain controller (DC) is a Synology NAS that hosts a Synology Directory Server's domain. It
is responsible for maintaining domain functionality, storing directory data, and managing user

interactions within a domain.

In Synology Directory Server, the Synology NAS where a domain is created is automatically
promoted as the primary domain controller (PDC).

Domain Object

The domain database stored in Synology Directory Server is made up of information about
objects, each of which represents a single and unique entry in the database. The following are
the objects that can be managed in Synology Directory Server:

+ User: A user account that can access resources deployed in a domain.

Group: A manageable unit used to gather domain objects. A group's access permissions to
resources (e.g., files and devices) in a domain are applied to all its members.

Device: A physical resource that can be accessed by domain users. It can be a computer, a
printer, a Synology NAS, etc.

Organizational Unit (OU): The smallest container in a domain to which administrative
privileges and group policies can be assigned. You can put users, groups, computers in an
OU and delegate them the same authorities and policies. You can also add an OU to another
OU, creating an OU hierarchy that corresponds with the real-world organization structure. In
so doing, it will be more efficient to configure domain objects in Synology Directory Server.

Compatibility and Limitations

+ DSM version requirement: DSM 7.1 and above.

+ Domain functional level: Equal to Windows Server 2008 R2.

+ Synology Directory Server must work with the DNS Server package.

+ Synology Directory Server is not compatible with configurations of other domain/LDAP
services.

+ Supported domain clients:
+ Windows 7 and above
* macOS

* Linux
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+ Synology Directory Server can only be installed on the applied Synology NAS models.
* Limitations:
* Supports a single domain only.

+ The hostname of the Synology NAS that functions as the DC cannot be changed after
Synology Directory Server is activated on it.

+ After a domain is created, SMB signing will be enabled automatically. This may affect the
read/write performance during SMB file transfer.

+ SMB signing allows SMB communications to be digitally signed at the packet level. If
you want to disable it to enhance performance, go to Control Panel > File Services >

SMB > Advanced Settings > Enable server signing, select Disable, and click Save.
+ Distributed File System Replication (DFSR) is not supported.
*+ The Active Directory module for Windows PowerShell is not supported.

+ Secondary domain controllers (SDCs) only work with domains created by Synology
Directory Server.

Refer to Synology Directory Server's technical specifications for more information.

Install Synology Directory Server

1. Check the following before installing Synology Directory Server on your Synology NAS:
+ The network connection of Synology NAS is working properly.
+ The volume status of your Synology NAS in Storage Manager > Storage is Healthy.
+ The DSM is updated to version 7.1 or above.

* You are the DSM administrator (i.e., the user belonging to the administrators group) of
the Synology NAS.

+ The Synology NAS is using a static IP address: Set up a static IP address on your local
area network for the Synology NAS serving as the DC. This prevents clients from being
disconnected because of IP address changes of the Synology NAS.

+ The Synology NAS is not a client of any domain or LDAP directory: If the Synology NAS
has already joined a domain or an LDAP directory, it must leave the domain or LDAP
directory.

+ No domain name conflicts exist on the local area network: Synology Directory Server
will not be found by clients if more than one domain has the same name on the local
network. To avoid this, choose a different name or remove the domains with the same
name.

2. Sign in to DSM as an administrator (i.e., the user belonging to the administrators group).

3. Go to Package Center > All Packages.
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4. Find Synology Directory Server and click Install. Follow the onscreen instructions to

complete the installation process.

Package Center
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a All Packages
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P Beta Packages
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Synology Calendar
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Install

Synology Directory
Server
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Server
Business, Productivity

< 8 6

€

? —_

Manual Install

synology Contacts
Business, Productivi.

Install
Synology High
Availability
Business

Install

Synology MailPlus
Business, Productivity

Install

synology Photos
Multimedia
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Settings

Note:

+ Before installing Synology Directory Server, you can set up a Synology High Availability
cluster to ensure an uninterrupted directory service.

Knowledge Center

Refer to our Knowledge Center for more Help articles, tutorials, FAQs, technical specifications,
release notes, and video tutorials regarding Synology Directory Server.
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You can set up your Synology NAS as a primary domain controller (PDC) or a secondary domain
controller (SDC) that manages accounts, deploys devices, configures access permissions, and
delegates authority in a domain.

+ A domain can only have one PDC, but can have multiple SDCs.
* The PDC is a read-write domain controller (RWDC).

* The SDC can either be a read-writer domain controller (RWDC) or a read-only domain
controller (RODC), depending on your deployment.

Understand Deployment Methods

Refer to the image below for the four deployment methods supported on Synology Directory
Server. Then refer to the subsequent table for more information about the methods.

Synology Directory Server Setup Wizard

Select a deployment method

Create a domain
g Create the root domain of a new forest. The domain supports the functional levels of
Windows Server 2008 R2. After the creation, this Synology NAS will be automatically

added to the domain.

n Add a domain controller to an existing domain

T Join this Synology NAS to an existing domain created by Synology Directory Server,
for which the NAS will act as a secondary domain controller.

Add a read-only domain controller
B Set up a read-only domain controller (RODC) that authenticate user access. It hosts a
—G) read-only copy of domain database and caches credentials according to its password
replication policy.

Migrate from a Windows Server domain
Sg Migrate an existing Windows Server domain to this Synology NAS. Both LDAP database
g and SYSVOL shared folders will be completely replicated. Also, the original domain
clients can retain domain services by setting the NAS as their DNS server.
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DC Deployment Method Description

Create the root domain of a new forest.

. * The domain supports the functional levels of Windows Server 2008 R2.
Create a domain
* Once the domain is created, your Synology NAS will act as the domain client

and will be automatically added to the domain.

PDC  RWDC Migrate an existing Windows Server domain to your Synology NAS.
Migrate from a + Both LDAP database and SYSVOL shared folders will be completely replicated
Windows Server to your Synology NAS.
domain

* The original domain clients can keep domain services by setting the Synology
NAS as their DNS server.

Add a domain

Join your Synology NAS to an existing domain created by Synology Directory
RWDC | controller to an

o i Server.
existing domain

Join your Synology NAS to an existing domain created by Synology Directory

SDC Server or Windows AD. Set up your Synology NAS as a RODC that:
RODC Add a read-only + Hosts a read-only copy of domain database.
domain controller
 Prepopulates user account passwords.

* Authenticates user access.

Set Up a Primary Domain Controller
Once Synology Directory Server is installed and no existing domain is detected, you can create
a domain and promote your Synology NAS as a PDC.
1. Launch Synology Directory Server.
2. Select a deployment method:
+ Create a domain
+ Migrate from a Windows Server domain
3. Enter the following information according to the domain type.
+ For creating a domain:

+ Domain name: Enter an FQDN (Fully Qualified Domain Name) for the domain (e.g.,
"syno.local").

+ Workgroup: The workgroup name (or the NetBIOS domain name) will be automatically
filled. For instance, the default workgroup name is "syno" if the domain name is "syno.
local".

+ Password: Enter a password for the domain's administrator account.

+ Confirm password: Enter the password again.
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+ For migrating from a Windows Server domain:

+ Domain name: Enter the FQDN of the Windows domain you want to migrate to
Synology Directory Server.

+ DNS server: Enter the IP address of a DNS server that can resolve the existing
Windows DC.

+ Account: Enter the domain's administrator account in the following format.
NetBIOS domain name\administrator's username
+ Password: Enter the password of the administrator account.

4. Click Next, and the wizard will run a precondition check and provide the test results.

. O:The test item has passed the check.

. o: One or more minor issues need to be resolved. Such issues may result in domain
service abnormalities. Click Details and fix the issues according to the recommended

actions.

+ @: One or more critical issues must be resolved immediately. Such issues will result in
domain migration failures. Click Details and fix the issues according to the recommended

actions.

5. Once the test items have passed the precondition check with no critical issues left, click
Create Domain or Migrate Domain based on the deployment method. The time required

for data migration depends on the data size.

Domain Naming Requirements:
+ Domain name can only contain alphabetical characters, numeric characters, minus signs,
and dots (only used as the delimiter of domain name's components).
+ Domain name must contain at least two components (e.g., "syno.local").
« Domain name cannot start with a hyphen (-).
« Domain name cannot end with a hyphen (-) or a period (.).
+ Domain name cannot be the same as the server name of your Synology NAS.

* The maximum length is 64 characters.
Password Strength Requirements:

The password must comply with at least three of the following rules:

+ Uppercase letters of the Latin (including A - Z with diacritic marks), Greek, and Cyrillic
alphabets.

+ Lowercase letters of the Latin alphabets (including a - z with diacritic marks), Greek, and
Cyrillic alphabets.

* Numeric characters (0 - 9).
+ Special characters such as #, $, !

+ Unicode alphabets, including those in Asian languages.
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Set Up a Secondary Domain Controller

You can set up your Synology NAS as a SDC (i.e., RWDC or RODC) and add it to an existing
domain created by Synology Directory Server.

1. Launch Synology Directory Server.
2. Select a deployment method:

+ Add a domain controller to an existing domain: This option will set up your Synology
NAS as a RWDC.

* Add a read-only domain controller: This option will set up your Synology NAS as a
RODC.

3. Enter the following information:
+ Domain name: Enter the FQDN of an existing Synology domain.

+ DNS server: Enter the IP address of a DNS server that can resolve the existing Synology
DC.

+ Account: Enter the domain's administrator account in the following format.

NetBIOS domain name\administrator's username
+ Password: Enter the password of the administrator account.

4. Click Next, and the wizard will run a precondition check and provide the test results.

. Q:The test item has passed the check.

+ @: 0ne or more minor issues need to be resolved. Such issues may result in domain
service abnormalities. Click Details and fix the issues according to the recommended

actions.

+ @: One or more critical issues must be resolved immediately. Such issues will result in
domain migration failures. Click Details and fix the issues according to the recommended

actions.

5. Once the test items have passed the precondition check with no critical issues left, click Join
Domain.
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View Domain Information

Go to the Domain page to view, edit, or remove your domain or DC.

Domain Information

Domain name

The full name of the domain.

Domain
NetBIOS name

The name is used for identifying the local area network. For example, if
the domain name is "syno.local", the NetBIOS name is "syno".

Domain Controller

Type

Primary domain controller

* The server that holds the PDC Emulator role and other Flexible Single
Master Operation (FSMO) roles.

« The PDC provides data updates if data synchronization issues occur.

Secondary domain controller

* The server that can hold the FSMO roles, but cannot hold the PDC
Emulator role.

Read-only domain controller

¢ The server that holds a read-only copy of the domain database,
replicates user account passwords according to password replication
policies, and authenticates user access.

* The RODC receives only replication data from RWDCs.

Distinguished
name (DN)

DN is the object path of the DC in the domain database. For example, if
a DC's DN is "CN=SYNOTEST,0U=Domain Controllers,DC=syno,DC=local",
you can analyze its elements as below:

* CN=SYNOTEST: The hostname of this DC is "SYNOTEST".

+ OU=Domain Controllers: The DC belongs to the organizational unit
"Domain Controllers".

+ DC=syno,DC=local: The DC is deployed in the domain "syno.local".

Roles

PDC Emulator

+ The PDC Emulator role holder provides time synchronization services
for Kerberos authentication, recording password updates performed by
other DCs within a domain.

* There is only one holder of this role for each domain, and the holder
must be a RWDC.
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Roles

RID Master
* The Relative ID (RID) Master role holder answers RID pool requests
from all DCs within a domain so that DCs can add domain objects.

* There is only one holder of this role for each domain, and the holder
must be a RWDC.

Infrastructure Master
* The role holder is responsible for updating cross-domain object
references.

* There is only one holder of this role for each domain, and the holder
must be a RWDC.

Domain Naming Master
* The role holder is assigned to deal with changes in the domain
namespace.

* There is only one holder of this role for each forest, and the holder
must be a RWDC.

Schema Master

* The role holder is responsible for updating the directory schema.

 There is only one holder of this role for each forest, and the holder
must be a RWDC.

View Domain Privileges

The table below shows the actions that can be performed by a DC.

SDC
DC type / Action PDC
RWDC RODC
Get FSMO roles Yes Yes No
A(.jd Rasswor_'d_ Yes Yes View only
replication policies
Preview passm{o.rd Yes Yes Yes
replication policies
T EL Yes Yes View only
passwords
Change IP addresses |Yes Yes View only
Yes (can demote | Yes (cannot Can only demote
Demote DCs .
all DCs) demote the PDC) | itself
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Get FSMO Roles

The PDC is the holder of the following FSMO roles by default: PDC Emulator, RID Master,
Infrastructure Master, Domain Naming Master, and Schema Master. However, the SDC that
acts as a RWDC can get the FSMO roles from the PDC. The PDC can also get the roles back from
the SDC.

1. On a RWDC, go to Domain > Domain Controller.

2. Click = on the RWDC that is going to get a FSMO role, and select Get FSMO Role.

& Synology Directory Server ? — A X

B Domain Domain Information
Domain name: syno.local
&, Users & Computers y

Domain NetBIOS name: syno
92, Domain Policy

= Log
Domain Controller

E synology_asia.syno.local

Secondary domain contreller

. . . Get FSMO Rol
Distinguished name (DN): CN=SYNOLOGY_ASIA,OU=Domain

Controllers,DC=syno,DC=local Demote

E Synology.syno.local
Primary domain controller
Distinguished name (DN): CHN=SYNOLOGY,0U=Domain
Controllers,DC=syno,DC=local
Roles: PDC Emulator, RID Master, Schema Master, Domain

Maming Master, Infrastructure Master

| act svncad: N1/04/2022 15:05:4

3. Select one of the following modes from the Role-getting mode drop-down menu.
+ Transfer role: Transfer a role from the other RWDC to the current one.

+ Seize role: Take the role of the other RWDC by force. Seizing roles may cause
synchronization problems between RWDCs. We suggest using this mode only when the
original FSMO role owner is unexpectedly and permanently offline.

4. Select the role to take from the Role drop-down menu.
5. Enter the administrator account and password of your domain.

6. Click Submit to get the role from the other RWDC.

Add Password Replication Policies

Password replication policy allows you to determine which user account passwords can be
replicated to a RODC. Once a password replication policy is added and a user account is in the
allowed list of the password replication policy, the user account password is replicated to the
RODC.

A RODC that is permitted to replicate a user account password authenticates the user’s logins,
without forwarding authentication requests to a RWDC (i.e., a PDC or SDC). However, a RODC
that is denied from replicating a user account will forward the authentication request to a
RWDC.
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Only RWDCs can add password replication policies; RODCs can only view the policies that have
been added.

1. On a RWDC, go to the Users & Computers page.
2. Click # on the left of the OU to expand the domain objects, and do either of the following:
+ Method 1:

a. Click Domain Controllers, double-click on a RODC, and select Password Replication
Policy.

b.Click Add and select objects from the Applied object drop-down menu.
c. Select an option and click Add:

+ Allow the RODC to replicate the selected user account passwords.

+ Deny the RODC from replicating the selected user account passwords.

d.Click Add.
General Password Replication Policy Member Of
Add C Inspector
lame
Add policy X

Allowed RODC Password Re

Backup Operators

Applied object: 2. Domain Users X, pomain Guests -

Administrators 2. Domain Computers

Denied RODC Password Ref  permission: ® Allow
Server Qperators

Deny
Account Operators

* Method 2:

a. Click Users, right-click on an object, and select Properties.

b.Click Members Of and add the object to Allowed RODC Password Replication Group
or a group that has applied the password replication policy.

c. Click OK.
Sales_Manager X
Account  General Profile Member Of
¥
Mame Description —| Join
Account Operators Members can administer do...
Administrators Administraters have complet...
Allowed RODC Password Replication Group  Members in this group can h... v
Backup Operators Backup Operators can overri..
Cert Publishers Members of this group are p...
Certificate Service DCOM Access Members of this group are a...
Cryptographic Operators Members are authorized to ..
n 2 3 3gitems C
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3. Use the Inspector feature to make sure that the objects are in the intended allowed or

denied list.

Note:

+ If a user account is on both the allowed list and the denied list, the user account password
will not be replicated (i.e., the denied list takes precedence).

Preview Password Replication Policies

Use the Inspector feature to preview the user accounts in the allowed list or denied list of the

password replication policies.

1. On a DC, go to the Users & Computers page.

2. Click * on the left of the OU to expand the domain objects, and select Domain

Controllers.

3. Double-click on a RODC and select Password Replication Policy.

4. Click Inspector and select the user accounts you want to preview from the Applied object

drop-down menu.

5. Click Preview.

General

Add Delete

MName

Password Replication Policy

Inspector
Domain Users

SYNOLOGY

Domain Guests
Applied object:

Domain Computers

Allowed RODC Password Repl

SYNOLOGY_ASIA

Backup Operators

Member Of

Select the objects you want to preview:

1 synoLocy

1 SYNOLOGY_ASIA -

Cancel Preview

6. Add, remove, or export user accounts according to your needs. Use the Ctrl and Shift keys

for multiple selection.

+ Click Add, select user accounts from the Applied object drop-down menu, and click

Preview.

+ Select a user account and click Delete to remove it from preview.

+ Click Export to export user accounts as an Excel file.
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Prepopulate Passwords

Once you have added user accounts to the allowed list of a password replication policy, you

can prepopulate the user account passwords for a RODC. This allows the passwords to be

replicated to the RODC before the users sign in for the first time.

1. On a RWDC, go to the Users & Computers page.

2. Click * on the left of the OU to expand the domain objects, and select Domain

Controllers.

3. Right-click on a RODC and select Policy status.

E,, Synology Directory Server

@ Domain Add - Action =
- E4 syno.local

&, Users & Computers _

Bl Builtin
2 Domain Policy B Computers
=L B ForeignsecurityPi
= B Managed Service

B Users

E8 Domain Controlle

B8 Sales departmen

[d search Results

Type

Computer

Computer

Name
SYNOLOGY

SYMOLOGY_ASIA

Q-
DC Ty...
ls

RODC

Descriptio

n - Status

Properties

Policy status

Delete

4. Select an option from the View account type drop-down menu:

+ Accounts with passwords stored on this RODC: Display the list of user accounts whose

passwords are replicated to and stored on the RODC. User logins are authenticated by

this RODC.

+ Accounts authenticated on this RODC: Display the list of user accounts whose

passwords are transferred from this RODC to the RWDC for authentication. User logins

are authenticated by the RWDC. This list is only displayed when the RODC is joined to a

Windows AD.

5. Click Prepopulate Passwords.

6. Enter the administrator account and password of your domain, select the user accounts

you want to apply, and click Prepopulate Passwords.
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Demote a DC

Demotion allows you to decommission DCs from the current domain object hierarchy yet still
keep them in the domain.

1. On a DC, go to Domain > Domain Controller.

2. Click : on the DC you want to demote and select Demote.

i,, Synology Directory Server ?2 — B X
BE Domain Domain Information
D i : Jlocal
& Users & Computers omain name syno.loca
Domain NetBIOS name: syno
92 Domain Policy
= Log
Roles: PDC Emulator, RID Master, Schema Master, Domain

Maming Master, Infrastructure Master

E synology_asia.syno.local

Read-only domain controller

Distinguished name (DN): CHN=SYNOLOGY_ASIA,OU=Domain

3. Confirm the action and click Demote. Demotion is irreversible.

4. Enter the password of the administrator account and click Submit.

Note:

* The DC that holds the FSMO roles cannot be demoted.
» Domain services will be removed if the last DC in the domain is demoted.

* If you sign in to the PDC to demote a SDC, you must also sign in to the SDC to confirm that
you want to delete the relevant data.

Change the IP Address of a DC

Synology Directory Server is generally set up with a static IP address. But sometimes you may
need to change the IP address of the Synology NAS that is running Synology Directory Server.

1. Back up Synology Directory Server with Hyper Backup.

2. Change the IP address of the Synology NAS.

3. Confirm and update the resource records in DNS Server.

4. Restart Synology Directory Server to update network settings:

1. Go to Package Center > Installed > Synology Directory Server.

2. Click # and select Stop.
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3. Click Run to restart it.

_';_ Package Center ?2 = M X
< c Q Manual Install Settings
4 Installed

Synclogy Inc.
Synology Directory Server

Manually Stopped

22 All Packages

P Beta Packages

Synology Directory Server provides Active Directory (AD) domain service powered by
Samba. It supports commonly used Active Directory features such as user accounts,
group memberships, domain-jeining Windows, Linux and Synelogy DSM, Kerberos-based
authentication, and group policies. This makes it easier te manage computers and
devices running Synology DSM, Linux, Windows, and deploy Windows applications.

Manage DNS Resource Records

Domain Name System (DNS) is a naming system that facilitates the exchange of data
between computers over the Internet and other networks. It is mainly used to translate easy-
to-memorize domain names (e.g., "pc1.syno.local") into corresponding IP addresses (e.g.,
"192.168.1.5"). This function is essential for maintaining Synology Directory Server's domain

service.

A/AAAA Resource Records

A and AAAA are both DNS resource records for resolution between domain names and IP
addresses. A records translate domain names into 32-bit IPv4 addresses; AAAA records resolve
domain names into 128-bit IPv6 addresses.

DNS Auto Registering

When a client successfully joins the domain created by Synology Directory Server, the server
will automatically register or update an A resource record (and an AAAA resource record if IPv6
is enabled) to the DNS service on DSM, mapping the hostname of the client to an IP address.

Limitations:

DNS auto registering cannot be disabled.

Naming rules of domain clients: Only letters (a - z, A - Z), numbers (0 - 9), and hyphens (-)
are allowed.

On Windows 7 or 10: Re-login or restart is necessary if the hostname or IP address is
changed.

On DSM or SRM: Re-login or restart is not necessary if the hostname or IP address is

changed. The resource records will not be updated.
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Adjust A/AAAA Resource Records

By default, all A/AAAA resource records are set to point to the IP address of the Synology

NAS where a domain is created. This ensures that Synology Directory Server delivers services

successfully.

However, A/AAAA resource records may not correctly point to the Synology NAS during the

following circumstances:

+ The Synology NAS undergoes a change in its IP address after the domain is created using

Synology Directory Server.

+ Synology Directory Server is restored through a backup task of Hyper Backup.

Adjust the A/AAAA resource records when encountering the cases mentioned above.

1. Go to DNS Server > Zones.

2. Select the specific DNS zone such as domain name@Active Directory or _msdcs.domain

name@Active Directory, and click Edit > Resource record.

3. Check the IP addresses configured in the A/AAAA resource records. Make sure all the

records point to your Synology NAS.

Note:

+ To batch edit, press and hold Ctrl or Shift to select multiple resource records of the same
type but with different names.

View and Manage Event Logs

In the Log page, login events and changes made to domain objects are recorded as logs.

Domain administrators can refer to the records to keep track of Synology Directory Server's

connection information and troubleshoot possible issues.

h Synology Directory Server

B Domain
& Users & Computers
T, Domain Policy

= Log

Clear Export ~*  Settings
Level Time User
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM
Info 01/11/2022 1... SYSTEM

2 3

IP Address

localhost

ipv4:10.17.

localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

localhost

» 2l

Y
Event
[DC=syno,DC=local] was modified.
[SYNOLOGY$@SYNO.LOCAL] was authenticat...
[DC=ForestDnsZones,DC=syno,DC=local] wa...
[DC=DomainDnsZenes,DC=syno,DC=local] ...
[DC=syno,DC=local] was modified.
[DC=ForestDnsZones,DC=syno,DC=local] wa...
[DC=DomainDnsZenes,DC=syna,DC=local] ...
[DC=syno,DC=local] was modified.
[DC=ForestDnsZones, DC=syno,DC=local] wa...
[DC=DomainDnsZenes,DC=syno,DC=local] ...
[DC=syno,DC=local] was modified.
[DC=ForestDnsZones,DC=syno,DC=local] wa...
[DC=DomainDnsZones, DC=syno,DC=local] ...

[DC=svne.DC=locall was modified.
21242 items
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Enable Log Recording

+ Click Settings and tick the Enable audit logging (may affect database performance)
checkbox. This may affect the database performance of your Synology Directory Server.

Manage Logs
* Go to the upper-right search bar ¥ to search for logs matching the specified criteria.

+ Click the lower-right refresh icon (¥ to get updates of the log list.

* Click Clear to delete all log records. Deletion of logs is irreversible.

+ Click Export and select HTML or CSV to export the logs in a specified format.

Note:

+ When the number of logs reaches the maximum limit (200,000 logs), the oldest 5,000 logs
will be erased to save space.

Add Firewall Rules to Secure Directory Service

In addition to efficient management, security is always one of the greatest concerns for
Synology Directory administrators. Adding firewall rules secures your directory service from
unauthorized logins and allows you to control service access.

1. On a RWDC, go to Control Panel > Security > Firewall.
2. Tick the Enable firewall checkbox.

3. Under the Firewall Profile section, select a firewall profile from the drop-down menu and
click Edit Rules.

j Control Panel .
f Q Security  Account  Firewall  Protection  Certificate  Advanced

~ File Sharing General

I8 shared Folder v Enable firewall

File Services ~ Enable firewall notifications

Motify me when apps or services are blocked by the firewall and provide the option to unblock that service
or app.

o User & Group

B Domain/LDAP
Firewall Profile

~ Connectivity Customize your firewall profile.

% External Access Firewall Profile: default - Edit Rules

"_\ Network

@ security

Bl Terminal & SNMP

~ System Reset Apply

18



Chapter 3: Manage the Domain

4. Click Create.

5. Under the Ports section, choose Select from a list of built-in applications, and click

Select.

6. Select DNS Server, Synology Directory Server, and Windows file server. Click OK.

7. Under the Source IP section, choose Specific IP and click Select.

8. Enter an IP address or an IP range to specify the local area network where Synology

Directory Server is running. Confirm the information and click OK.

9. Under the Action section, select Allow to allow access through the specified ports and IP

addresses.

10. Click OK to save the settings.

Create Firewall Rules
Profile namg

Firewall Ry~ Ports

Create | | Al

1 @ Select from a list of built-in applications
Enaly | pp

Select

Custom

Source IP

All

Custom

® Specific IP

Location

Action

1 ® Allow Deny

Mote: If nor

Mote: You ca +~ Enabled

Note:

+ Refer to this help article for more information on DSM firewall settings.
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Chapter 4: Manage Domain Objects

In a domain hosted by Synology Directory Server, available resources are created and stored
in the form of objects, such as OUs, groups, users, and devices (e.g., computers, printers,
and Synology NAS). Only RWDCs can manage domain objects; RODCs can only view domain
objects.

View Domain Objects

Go to the Users & Computers page to view the whole tree structure of the domain, with the
object information shown on the right panel:

+ Type: The object's type is displayed. Objects can be OUs, groups, users, or computers.

* Name: The name of an object (except for OUs) is represented in the following format.

Domain NetBIOS name\object name
+ Description: A description of the domain object.

* DN: The DN (distinguished name) is the path of an object in the domain database. For
example, if a user's DN is "CN=bach,0U=sales,DC=syno,DC=local", you can analyze its
elements as below:

+ CN=bach: The name of this user is "bach".
+ OU=sales: This user belongs to the organizational unit "sales".
+ DC=syno,DC=local: This user is in the domain "syno.local".
+ Status: The Normal or Deactivated status is displayed when a domain object is activated or

deactivated, respectively.

Click : to select and view more object information.
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ia Synology Directory Server 2 — A X
& pomain Add ~ Action = Q-
~ B3 syno.local Type Name Description Status
&, Users & Computers _
Bl Builtin User dns-Synology DNS Service A... Normal
9@ Domain Policy B Computers Group Synology_HQ Normal
= Log B ForeignSecurityPi User o Nermal
- B8 Managed Service Group Domain Contre...  All domain con... Nermal
i Users User Administrator Built-in accoun... Normal
8 Domain Controlle Group Group Policy C...  Members in thi.. Normal
B8 Sales departmen Group Cert Publishers Members of thi.. Nermal
[ search Results Group Enterprise Ad... Designated ad...  MNermal
Group Read-only Do... Members of thi.. Nermal
Group Denied RODC ...  Members in thi.. Normal
Group Domain Users All domain users  Nermal
Group Domain Admins  Designated ad.. Normal
User TENTTERT Normal
User dns-SYMOLOG...  DNS Service A.. Normal
C

Manage OUs

An OU is a container object within a domain where you can add all types of domain objects,
including users, groups, computers, and other OUs. OUs organize domain objects into a
hierarchy, which is helpful when there are a large number of users, computers, and groups. A
well-designed OU structure allows you to easily link group policies and delegate administrative
tasks to specific domain objects.

Add an OU

1. On a RWDC, go to the Users & Computers page, select the domain or an OU from the tree

list, and click Add > Organizational unit.

2. Specify a name for the OU in the field, and click OK.

3. Right-click the parent container of the newly added OU, and click Reload. The newly added
OU will show on the tree list.

i,, Synology Directory Server 72 — m X
B Domain L= senene Q-
~ E& syno.local Tune Name Description Status

&, Users & Computers _

Bl Builtin [syno.local] zational.. Domain Contr...  Default contai.. Normal
T2 Domain Policy & compi Add y zational.. Sales departm... Normal

& rorei
o -

B Manag.— —— o

B Users

B8 Domain Controlle

B8 Sales departmen

[d search Results
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Add Objects to an OU

1. On a RWDC, go to the Users & Computers page, select an OU from the tree list, and select
a method to launch the creation wizard:

* Method 1: Click Add and select an object type from the drop-down menu.

E,, Synology Directory Server ? — O X
B pomain il Q-
User Type Name Descriptien Status
& Users & Computers
Group QOrganizational... Domain Contr...  Default contai..  Normal
ﬂ Domain Policy Organizational unit Organizational... Sales departm... Normal
P
= Log Import users
— . )
B Users
B Domain Controlle

E8 Sales departmen

[ search Results

c
+ Method 2: Right-click the specified OU on the tree list, select Add and then select an
object type.
h Synology Directory Server 2 — A X
& pomain Add = Action = Q-
& v oE G ~ E& syno.local Type Name Description Status
sers omputers
& suiltin
92, Domain Policy B Computers
= L B ForeignSecurityPi
= Log
B Managed Service
B Users
E8 Domain Controlle
E8 Sales departmen
[a search [Sales department]
falt ' User
Delete Group
Reload Qrganizational unit
Rename
c
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+ Method 3: Right-click the blank space of the specified OU and select an object type to
add.

E,’ Synology Directory Server ? = O X
B pomain A= ceene Q-
~ B8 syno.local Type Name Description Status
& Users & Computers _
B Builtin
2 Domain Policy B Computers

- B ForeignSecurityP1
i= Log -
B Managed Service

-
Il Users

E& Domain Controlle

EA Sales departmen Add »
User

Search Results
E Group

Organizational unit

2. Follow the creation wizard's instructions to add an object. Refer to the sections Add an OU,
Add a Group, and Add a User for details.

Note:

* You can drag and drop one or more objects to an OU on the tree list.

+ The default view mode of directory only shows the objects not belonging to any OUs. To
view all users, groups, computers, and OUs:

1. Select the root folder (named after your domain) from the tree list and click the
magnifying glass icon on the upper-right corner.

2. In the search bar, tick the All descendants checkbox and click OK.

Delete an OU

1. On a RWDC, right-click the OU you want to delete from the tree list and click Delete.

2. Click Delete again to confirm the action. Deletion is irreversible.

Manage Groups

You can place domain users into a group and then apply an access control list (ACL) to the
group, thereby granting users the permissions to access devices, applications, or other services
deployed in the domain.

Default Groups

When you establish a domain, Synology Directory Server creates the following groups by

default to help you manage the domain and configure access permissions.
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Group Name

Description

Allow RODC Password
Replication Group

Members of this group can replicate their passwords to all
RODCs in the domain.

Cert Publishers

Members of this group are given privileges to certificate
publishing.

Denied RODC Password
Replication Group

Members of this group cannot replicate their passwords to any
RODCs in the domain.

DnsAdmins Members of this group can access DNS in the domain.
Members of this group are DNS clients who are permitted to
DnsUpdateProxy perform dynamic updates on behalf of some other clients (such

as DHCP servers).

Domain Admins

Members of this group have administrative privileges to control
all objects and settings in the domain.

Domain Computers

All workstations and servers are included in this group by default.

Domain Controllers

All DCs are included in this group by default.

Domain Guests

All domain guests are included in this group by default.

Domain Users

All domain users are included in this group by default.

Enterprise Admins

Members of this group have administrative privileges to control
all objects and settings in the entire enterprise's domain
structure.

Enterprise Read-Only
Domain Controllers

All RODCs in the entire enterprise's domain structure are
included in this group by default.

Group Policy Creator
Owners

Members of this group can modify group policies for the domain.

RAS and IAS Servers

Members of this group are allowed to use remote access
services.

Read-Only Domain
Controllers

All RODCs are included in this group by default.

Schema Admins

Members of this group can make changes to the domain
schema.

Note:

+ Synology Directory Server aligns with the functional level of Windows Server 2008 R2.
Refer to this article for more information on the built-in domain groups.

Add a Group

1. On a RWDC, go to the Users & Computers page and click Add > Group.

2. Enter the group information and click Next:

* Group Scope

+ Domain local: Domain local groups are used for assigning permissions to resources in

their home domain. This group type can nest other domain local groups in the same
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domain. It can also contain user accounts, global groups, and universal groups from
any domain or forest.

+ Global: Global groups are added for user account management. It can contain user
accounts and other global groups in the same domain. In practice, we suggest placing
global groups into domain local groups that are granted certain permissions instead of
directly assigning permissions to them.

+ Universal: Universal groups are mainly used to nest global groups across domains.
It can contain user accounts, global groups, and other universal groups from any
domains in the forest where this universal group is located. In practice, we suggest
placing universal groups into domain local groups that are granted certain permissions
instead of directly assigning permissions to them.

* Group Type

+ Security: Security groups are adopted to set up access permissions to perform certain
system tasks in the domain.

+ Distribution: Distribution groups are adopted for sending email messages to a

collection of users. It can be used as an email alias.

3. Confirm the group information and click Done.

Edit Group Properties

1. On a RWDC, go to the Users & Computers page, select the group you want to edit, and do
either of the following:

+ Click Action > Properties.
+ Right-click the group and click Properties.
+ Double-click on the group.
2. Edit group properties in the General and Members tabs.
+ General: Group name, description, email, group scope, and group type.
+ Members: Add members to or remove them from this group.

3. Click OK to save the settings.

Delete a Group

1. On a RWDC, go to the Users & Computers page and select the group you want to delete.
Use the Ctrl or Shift key for multiple selection.

2. Do either of the following:
+ Click Action > Delete.
+ Right-click the group and click Delete.

3. Click Delete to confirm the action. Deletion is irreversible.
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Add Members to Groups
Follow either of the following three methods to assign users to groups.
Method 1: Add users to groups during the user creation process

1. Follow the steps in Add a User.

2. In the second step of User Creation Wizard, select the groups you want the user to join
and click Next. Follow the wizard to complete the user creation process.

User Creation Wizard

Join groups

Name
Account Operators

Administrators

Allowed RODC Password...

Backup Operators

Cert Publishers

Certificate Service DCO...

Cryptographic Operators

Denied RODC Password ...

Distributed COM Users

[T I .

Description

Members can administer...

Administrators have com...

Members in this group c...
Backup Operators can o...
Members of this group a...

Members of this group a...

Members are authorized ...

Members in this group c...

Members are allowed to ...

FURIC A dmainicbembnen Ceniie

A:: » >l

40 items C

Back Next

Method 2: Add users to groups by editing user profiles

1. On a RWDC, go to the Users & Computers page, select the user you want to edit, and do
either of the following:

+ Click Action > Properties.
+ Right-click the user and select Properties.

2. Go to the Member Of tab, select the groups you want the user to join, and click OK.

Administrator X

Account  General Profile Member Of

Y

Mame Description = Join
Account Operators Members can administer domain us...

Administrators Administrators have complete and ... v

Allowed RODC Password Replicatio...  Members in this group can have th...

Backup Operators Backup Operators can override sec...

Cert Publishers Members of this group are permitte...

Certificate Service DCOM Access Members of this group are allowed ...

Cryptographic Operators Members are authorized to perform...

2 3 » 2l 38 items  C
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Method 3: Add users to groups by editing group properties

1. On a RWDC, go to the Users & Computers page, select the group you want to edit, and do
either of the following:

+ Click Action > Properties.
* Right-click the group and select Properties.

2. Go to the Members tab, select the users you want to add to this group, and click OK.

Domain Admins X
Mame Description —| Join
Administrator Built-in account for administering the computer/domain v
dns-Synology DNS Service Account for Synology
dns-SYMNOLOGY_ASIA DMS Service Account for SYNOLOGY_ASIA
Guest Built-in account for guest access to the computer/domain
SYNOLOGY
SYNOLOGY_ASIA

c

Manage Users

Users in a domain are user accounts that can access resources in the domain according to
their permissions.
Default Users

When you establish a domain, Synology Directory Server creates the following user accounts
by default to help you manage the domain.

Username Description

The administrator account that has full control of Synology

Administrator ) . . A
Directory Server. It is used for managing the domain and DCs.

The DNS service account for the Synology NAS. It is named

-NAS hostl
dns ostname according to the hostname of the DC (e.g., "dns-MyNAS").

The account for guest access to the domain and deployed

Guest )
devices.

The account for the Kerberos Key Distribution Center service on

krbtgt
the DC.
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Add a User

1. On a RWDC, go to the Users & Computers page and click a container from the tree list you

want to add the user to. The container can be the container named after your domain (e.g.,

"SYNO.LOCAL"), the Users container, or an OU.

2. Do either of the following:

+ Click Add > User.

* Right-click the container and select Add > User.

+ Click the blank space of the specified container and select Add > User.

i,’ Synology Directory Server

B Domain Add - Action -
User

& Users & Computers
Group

2 Domain Policy moort
mpaort users

- _ . curityPr
i= Log -
B Managed Service
B Users
B Domain Controlle
B8 Sales departmen

[Q search Results

Type

User

Group
Group
Group
Group
Group
Group
Group
Group
User

Group
Group
Group

Groun

?7 — A X
Q-
Mame Description Status
dns-Fisrwy DNS Service ..  Mormal
Read-only Do.. Members of t..  Normal
Schema Admi... Designated a..  Normal
Denied RODC ... Members int.. Normal
Enterprise Re.. Members of t..  Normal
RAS and IAS ...  Serversin thi.. MNormal
Cert Publishers  Members of t..  MNormal
Allowed ROD... Members in t..  Mormal
Domain Contr...  All domain co... MNormal
Guest Built-in accou... Deactivated
Group Policy ...  Members int..  Normal
Enterprise Ad.. Designated a..  Normal
Domain Admins Designated a... Normal
Domain Comp... All workstatio...  Mormal
c

3. Enter the user information and click Next. To enhance security, Force this account to

change password at next login is ticked by default. Password strength requirements

depend on the password policy configured at Synology Directory Server > Domain Policy.

4. Select the groups you want the user to join and click Next.

5. Confirm the settings and click Done to add the domain user.

Password Strength Requirements:

alphabets.

Cyrillic alphabets.
* Numeric characters (0 - 9).

+ Special characters such as #, $, !

The password must comply with at least three of the following rules:

+ Uppercase letters of the Latin (including A - Z with diacritic marks), Greek, and Cyrillic

+ Lowercase letters of the Latin alphabets (including a - z with diacritic marks), Greek, and

+ Unicode alphabets, including those in Asian languages.
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Import Multiple Users

1. On a RWDC, go to the Users & Computers page and click a container from the tree list you
want to add users to. The container can be the container named after your domain (e.g.,
"SYNO.LOCAL"), the Users container, or an OU.

2. Click Add > Import users.

i,, Synology Directory Server ?2 — A X
B Domain Add - faimifel) Q-
User Type Name Description Status
&, Users & Computers
Group User dns-Fela'a DNS Service ... Normal
Domain Polic s -
B ¥ Group Read-only Do.. Members of t..  Normal
= Log — ~ curityPr Group Schema Admi... Designated a..  Normal
B Managed Service | grqyp Denied RODC ... Members int.. Normal
mm Users Group Enterprise Re... Members of ...  Normal
Ea Domain Controlle Group RAS and IAS ...  Serversin thi.. Normal
EN Sales departmen Group Cert Publishers  Members of t... Normal
S h Re It:
[& search Results Group Allowed ROD... Members in t...  Normal
Group Domain Contr...  All domain co...  Normal
User Guest Built-in accou... Deactivated
Group Group Policy ...  Members in t.. Normal
Group Enterprise Ad... Designated a..  Normal
Group Domain Admins Designated a..  Normal
Group Domain Comp... All workstatio... Normal

3. Tick the following checkboxes according to your needs:

+ Overwrite duplicate accounts: Replace the duplicate accounts with the ones existing in
the user list.

+ Send a notification mail to the newly created user: Send a notification mail to the user
whose account is newly created. This option requires enabling system email notifications
at Control Panel > Notification > Email.

+ Display user password in notification mail: Display the user account password in the
notification message. This option is available when Send a notification mail to the
newly created user is ticked.

+ Force password change for imported users upon initial login: Force imported users
to change their passwords upon initial login. This option adds extra protection to the
imported accounts.

4. Click Browse and upload a .txt file.

5. Click OK.
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File Format:
When you prepare a file to import, place each user account in an individual row. Each piece

of information should be separated by a Tab key in the following order:

1. Username 2. Password 3. Description 4. Email
5. First name 6. Last name 7. Full name

8. Profile path 9. Login script  10. Home directory
The format should meet the following requirements:

* The file must be in UTF-8 format.
* The order of columns must be correct (from left to right).
* The imported passwords must comply with the password strength requirements.

+ Each line of information must contain nine tabs. If you want to skip a piece of information,

you still need to enter a Tab key to separate the empty value from the next value.

Edit User Properties

1. On a RWDC, go to the Users & Computers page and select the user you want to edit. Use
the Ctrl or Shift key for multiple selection.

2. Do either of the following:
+ Click Action > Properties.
+ Right-click the user and select Properties.

3. Go to the Account tab to edit the following properties:
+ User login name: Rename the user.

+ Login Hours: Select grid cells to Deny or Allow the user’s login hours. Click a specific day
or hour to select the entire day or the specified hour in each day, respectively.

+ Usable Devices: Select which computers the user can access.
+ Change password: Tick this checkbox to change the user's password.

+ Lock out this account: This option is enabled when an account is locked out because of
the account lockout policies applied at Domain Policy > Account Lockout Policy. Disable
this option to unlock the locked account.

+ Force this account to change password at next login: This account will be asked to
change the password upon next login to Windows or Synology NAS.

+ Disallow the user to change password: This user will not be able to change the
password on their own.

+ Password never expires: The user's password will never expire. We suggest enabling
this option only for administrators.

+ Store passwords using reversible encryption: Enabling this option will compromise
domain security. This option is not recommended unless demands for domain client
services take higher priority over password security.

+ Deactivate this account: Tick this checkbox to deactivate the user's account.
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Require smart card for interactive login: The user must use the smart card assigned to
them to sign in to their client devices.

Disallow delegation of this sensitive account: This account is sensitive and cannot be
delegated. Enabling this option means that services running on the client devices cannot
act on behalf of another user.

Use DES encryption for this account: The credentials of this account will be encrypted
through DES (Data Encryption Standard) during Kerberos authentication.

Exempt this account from Kerberos preauthentication: Tick this checkbox if the user's
account does not require Kerberos preauthentication.

Account expiration settings: Select Account never expires or specify an Account
expiration date.

4. Go to the General tab to edit the general information.

5. Go to the Profile tab to edit the user profile. This allows the user to have a consistent

desktop experience whenever they access a device deployed in the domain:

Profile path: The folder path which contains a user's profile, such as the Desktop,
Document, and Picture folders.

Login script: A script is automatically executed when a user signs in to the Windows
operating system. You can upload a Windows .bat file of 2 MB or less by clicking Upload
File.

Home Directory:
+ Local path: Set a specific local folder as a home directory.

+ Connect...to: Set a specific remote shared folder on the Synology NAS as a home
directory. The remote shared folder will be automatically mounted as a network

drive by the Windows operating system if this option is selected.

6. Go to the Member Of tab to add or remove the user from a group.

7. Click OK to save the settings.

Note:

+ User properties are still editable even if the user status is Deactivated.

Delete a User

1. On a RWDC, go to the Users & Computers page and select the user you want to delete. Use

the Ctrl or Shift key for multiple selection.

2. Do either of the following:

Click Action > Delete.

Right-click the user and select Delete.

3. Click Delete to confirm the action. Deletion is irreversible.
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Assign a Roaming Profile for a Single User

Assigning roaming profiles allows domain users to access their files when they sign in to
different computers joined to the domain. Before assigning a roaming profile to a user, you
must create a shared folder and join at least one computer to the domain.

1. Join a user's Windows PC to a Domain.

2. On a RWDC, go to Control Panel > Shared Folder > Create > Create Shared Folder to
create a shared folder. The shared folder for a single user and for all users should be
different.

3. Right-click the created shared folder and click Edit.
4. Go to the Permissions tab and select Domain users from the drop-down menu.

5. Tick the Custom checkbox, and the Permission Editor window will be displayed.

Edit Shared Folder Profile X
General Encryption Advanced Permissions Advanced Permissions NFS Permissions
Domain users - Domain: SYMNO - Q-
System internal user D Permis... Mo Access Read/Write Read Only Custom
Local users
Local groups
Domain users
Domain groups
4items C

6. Select a target from the User or group drop-down menu, and set Apply to and Permission
by following the settings in the table below. The image below is an example of how to set
permissions for a user-defined group named "Owner".

User or group

Apply to Permission

User-defined group (e.g., Tick Child folders, Child Tick Administration, Read,

"Owner") files, and All descendants. and Write for full control.
Tick Administration, Read
Domain Admins Select All. c . n ron. '
and Write for full control.
+ Tick Read for full read
. permissions.
Domain Users Select All.

+ Tick only Create folders/
Append data under Write.
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Permission Editor X
Domain: SYMO -
User or group: B owner - Y -
Inherit from: <MNone:x

Type: Allow -
Apply to: Child folders, Child files, All descandants -
Permission

~ " Administration
v Change permissions
" Take ownership
* + Read
" Traverse folders/Execute files
" List folders/Read data
' Read attributes
v Read extended attributes

' Read permissions

7. Click Done to save the settings.

8. Go back to Synology Directory Server > Users & Computers > Users.
9. Do either of the following:

+ Select a user and click Action > Properties.

* Right-click a user and select Properties.

10. Go to Profile and enter the shared folder's path for the user's roaming profile in Profile
path in the following format. Do not modify "%username%" because it is the environment

variable that automatically points to the profile folder of the specified user.

\\IP address of NAS\shared folder name\%username$

11. Click OK to save the settings.
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Administrator

Account  General Profile Member Of

User Profile

Profile path: WW10.17. = a2\ Profile\%username%

Login script: Upload File
Home Directory
® Local path

Connect to

12. When the user signs in to the domain-joined Windows PC with the specified domain user
account, the Windows PC will automatically create a corresponding roaming profile in the
remote shared folder on the Synology NAS (the folder name will be "username.V6"). When

the user signs out from the PC, the data will be synced back to the assigned path if data are
modified under the user's profile.

O File Station 72 — A X
~ Synolegy < > C  Profile Q-
> profile Create ~ Upload - Action ~ Tools ~ Settings =~ =3
» web
» web_packages Name Size File Type Modified Date
ﬂ #recycle Folder 01/14/2022 14:26:55
Ed.VE Folder 01/14/2022 14:24:16
2items C
Note:
* You can also assign a roaming profile for all users using RSAT.
+ The Local path option at the Profile tab is the path to a Windows local folder. Make
sure this path has already been created on the computer you assigned. Otherwise, your
settings will not be valid.

Mount a Network Drive for a Single User

1. Join a user's Windows PC to a Domain.

2. On a RWDC, go to Control Panel > Shared Folder > Create > Create Shared Folder to
create a shared folder (read permissions required at minimum). The shared folders for a
single user and for all users should be different.

3. Follow Step 3 to Step 9 in Assign a Roaming Profile for a Single User.
4. Go to Profile > Home Directory and select Connect...to.

5. Assign a drive letter for the network drive.
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6. Enter the path of the shared folder (or a folder under the shared folder) you want to mount

as a network drive in the following format.

\\IP address of NAS\ (shared) folder name

7. Click OK to save the settings.

Administrator

Account  General Profile Member Of

User Profile
Profile path:
Login script:
Home Directory

Local path

Upload File

® Connect M: - to

\W10.17.F

.43\SynoRock

Cancel

8. Sign in to the domain-joined Windows PC using this domain user account. The user will see

the mounted drive on the computer.

B [F | = hisPC

Computer View

—DXJ

&« ~ 4 =5 ThisPC

v 3 Quick access ~ Folders (7)

v Search This PC

Deskt 30 Objects Deskt
[ Desktop & 3 J] - esktop
L Downloads ~ # : ¢
Documents # ¥ Documents ™ Downloads
Pictures » _‘
b Musie ~ .
Music Pictures
B vioes i)
g i ==
> [ This PC )
Videos
> é Metwork _E
~ Devices and drives (2)
Local Disk (&) Mew Volume (D)
= [
B 04,7 GB free of 137 GB e 105 GB fre= of 117 GB
v Network locations (1)
SynoRock (W T (M)
| |
v 138 GB free of 196 GB
Note:

+ If domain users have already signed in to the assigned Windows PC before a drive is

mounted, they will need to sign in again to access the mounted drive.
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Manage Computers

The devices joined to a domain (e.g., workstations, servers, printers, and Synology NAS) are
referred to as computers and can be deployed for user group access.

Edit Computer Properties

1. On a RWDC, go to the Users & Computers page and select the computer you want to edit.

2. Do either of the following:
+ Double-click on the computer.
+ Click Action > Properties.
* Right-click the computer and select Properties.

3. Go to the General tab to edit the Description of the computer.
4. Go to the Member Of tab to add or remove the computer from a group.

5. Click OK to save the settings.

Delete a Computer

1. On a RWDC, go to the Users & Computers page and select the computer you want to
delete. Use the Ctrl or Shift key for multiple selection.

2. Do either of the following:
+ Click Action > Delete.
+ Right-click the computer and select Delete.

3. Click Delete to confirm the action. Deletion is irreversible.
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Chapter 5: Join Devices to a Domain

Joining devices to a domain as domain clients provides an efficient way to collectively manage
organizational resources. Domain users can sign in to the devices and access resources using
one set of domain account and password.

Join Windows PCs to a Domain

PCs running Windows 7 and versions above can be joined to the domain created by Synology
Directory Server. Here we use a Windows 10 PC as the example.

1. Go to Windows Start icon > Settings > Network & Internet > Status > Change adapter
options, and double-click on the network interface the computer is currently using.

L&) Network Connections - [m| x
™ EF » Control Panel » Metwork and Internet » Metwork Connections ] Search MNetwork Connections 0
Organize » B~ @ @
‘h‘ Ethernet ‘hl vEthernet (Default Switch)
- § * _ Enabled
@7 Realtek PCle GBE Family Controller =4 Hyper-V Virtual Ethernet Adapter
2 items ==

2. On the Status page, click Properties.

[ Ethernet Status *
General
Connection

IPw4 Connectivity: Internet
IPw6 Connectivity: Mo network access
Media State: Enabled
Duration: 00:02:51
Speed: 1.0 Gbps

Activity

Sent — %b ——  Received

Bytes: L747,625 | 21,762,099

@pissble | | Disgnose

Close
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3. At the Networking tab, select Internet Protocol Version 4 (TCP/IPv4) and click

Properties.

0 Ethernet Properties
Networking  Sharing

Connect using:
I? Realtek PCle GBE Family Controller

This connection uses the following items:

E3 Cliertt for Microsoft Networks ~
ﬂ? File and Printer Sharing for Microsoft Networks

3 Trend Micro NDIS 6.0 Filter Driver

QoS Packet Scheduler

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

. 0K | Cancel

4. Tick Use the following DNS server addresses, enter the IP address of the DC in the

Preferred DNS server field, and click OK to save the settings.

X

Internet Protocol Version 4 (TCP/IPv4) Properties
General
‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
(_) Obtain an IP address automatically
(@) Use the following IP address:
Obtain DNS server address automatically
(@) Use the following DMS server addresses:
Preferred DNS server: 192 . 168
[ validate settings upon exit
| OK | | Cancel

5. Go to Windows Start icon > Settings > System > About > System info and click Change

settings.
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6. At the Computer Name tab, click Change...

System Properties x
Computer Name  Hardware Advanced System Protection Remote

Windows uses the following information to identify your computer
on the netwark:.

Computer description: ||

For example: "Kitchen Computer” or "Mary's

Computer”.
Full computer name: pcl
Workgroup: WORKGROUP
To use a wizard to join a domain or workgroup, click Network 1D._.

Metwork 1D.

To rename this computer or change its domain or
workgroup, click Change. =i

Cancel Aoly

7. Under Member of, click Domain and enter the name of the domain you want this
computer to join. Click OK after you have confirmed the settings.

Computer Mame/Domain Changes >
You can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:
|pc1|

Full computer name:
pc1.synolocal

Mare...

Member of
(®) Domain:
gyno local

() Worgroup:

Cancel

8. Enter the domain administrator's credentials in the following username format and click
OK.

Domain NetBIOS name\administrator's username

9. Restart the computer to complete the process of domain joining.
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Join Synology NAS to a Domain

Once a Synology NAS is joined to a domain as a domain client, domain users can sign in to
Synology NAS using their domain accounts and passwords. This allows the users to access files
and DSM applications without remembering another set of username and password.

1. Go to DSM Control Panel > Domain/LDAP > Domain/LDAP and click Join.
2. Enter the server information and click Next.
3. Enter the domain information and click Next.

4. The wizard will run a precondition check and provide the test results.

. Q:The test item has passed the check.

+ @: 0ne or more minor issues need to be resolved. Such issues may result in domain
service abnormalities. Click Details and fix the issues according to the recommended

actions.

. o:One or more critical issues must be resolved immediately. Such issues will result in
domain joining failures. Click Details and fix the issues according to the recommended

actions.

5. Once the test items have passed the precondition check with no critical issues left, click OK
to join your Synology NAS to the domain.

6. If necessary, click Edit to configure General or Advanced settings.

J Control Panel ?2 — @A X
. 3 Q Ssearch Domain/LDAP  Domain User Domain Group 550 Client
~ File Sharing Leave Domain Edit Test
5 shared Folder Basic Information
File Services Domain: SYNO.LOCAL
D i t H AD
& User & Group omain server type
DNS server: 5 ]
B Domain/LDAP
Management mode: Single domain with OUs
A Connectivity TWA: Disabled
% External Access Connection status: Connected
Last tested: 2022-03-16 15:34
/:‘ Network
v Security Secure SignIn Service
ﬂ Terminal & SNMP Secure SlgnInISer:\rlce provides flexible s!gn-ln options, !ncludujg passwordless login and integration with 2-
factor authentication. Please go to Security to enable this service.

Note:

+ Refer to the help article on domain joining for more information.
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You can configure group policies to manage the users in a domain. The policies can be used to
define restrictions on common actions, deploy services on domain-integrated devices, manage
updates, and ensure a consistent working environment for users. Good management of group
policies eases the burden of domain administration.

Here we'll guide you through how to use Synology Directory Server and Windows Remote
Server Administration Tools (RSAT) to configure group policies for your domain.

Configure Default Domain Policies

Default domain policy allows you to maintain account security on a domain level by setting
up password and account lockout policies. You can go to the Domain Policy page to manage
these two types of default domain policies.

Note:

* The domain policies shown in this page can also be configured via Default Domain Policy
in Windows RSAT.

iﬂ Synology Directory Server ?7 — B X
& Domain Password Policy
| Maximum password age 42 days -
& Users & Computers
' Minimum password age 1 days -
92, Domain Policy
' Minimum password length 7 characters
i= Log +/ Enforce password history 24 records
' Enable password strength check

Exclude common password

Store passwords using reversible encryption

Account Lockout Policy

Lockout threshold times

Reset Apply
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Password Policy

Maximum password age: Specify the time after which passwords expire. Passwords will
never expire if the option is disabled.

Minimum password age: Specify the time frame in which users are not allowed to change
their passwords after their last password change. Passwords can be changed at any time if
the option is disabled.

Minimum password length: Specify the minimum length of new passwords.

Enforce password history: All new passwords must be different from the ones set
previously. Specify the number of records here.

Enable password strength check: Passwords must comply with at least three of the

following rules:

+ Uppercase letters of the Latin (including A - Z with diacritic marks), Greek, and Cyrillic

alphabets.

+ Lowercase letters of the Latin alphabets (including a - z with diacritic marks), Greek, and

Cyrillic alphabets.
* Numeric characters (0 - 9).
+ Special characters such as #, $, !

+ Unicode alphabets, including those in Asian languages.

Exclude common password: Refrain users from setting common passwords, such as
"123456", "password", and "qwerty".

Store password using reversible encryption: Enabling this option will compromise domain
security. This option is not recommended unless demands of domain client services take

higher priority over password security.

Account Lockout Policy

+ Lockout threshold: User accounts will be locked out when the number of failed login
attempts exceeds the specified lockout threshold.

+ Reset lockout counter after: The number of failed login attempts will be re-calculated after
the specified time.

* Lockout duration: Locked-out user accounts will not be unlocked until the end of the
specified lockout duration.
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Use RSAT to Manage Group Policies

You can use Windows Remote Server Administration Tools (RSAT) to configure group
policies other than passwords and account lockout on a domain-joined Windows PC.

Install RSAT on a Windows PC

1. Download Windows RSAT from Microsoft Download Center to a Windows PC. Different

Windows versions have different RSAT installation files.
2. Run the downloaded file and follow the onscreen instructions in the wizard to install RSAT.

3. When the installation is complete, go to Windows Control Panel > Programs > Turn
Windows features on or off, and tick the Remote Server Administration Tools checkbox.

@& Programs — ]
& v 4 |@ > ControlPanel > Programs | v 0 Search Control Panel ¥l
Control Panel Home @ Windows Festurss _ o %
y installed updates
System and Security ) "
Turn Windows features on or off @ install 2 program
Metwork and Internet

Hard and Sound To turn a feature on, select its checkbox. To turn a feature off, clear its
ardware and seun checkbox, A filled box means thai only part of the feature is tumed on.
e Programs

@ [J | MultiPoint Connector ~| Ppult programs
User Accounts @ E]_ . Print and Document Services
Appearance and [/ | RAS Connection Manager Administration Kit (CMAK)
Personalisation Remote Differential Comprecsion API Support
Clock, Language and Region Fr% Remote Server Administration Tools |
Ease of Access @ ] | Feature Administration Toels

@ [ | Role Administration Tools
[ | Server Manager
[ | RIP Listener
@ [ | Services for NFS
= Simple Network Management Protocol (SNMP)
[T | Simnle TCPIP services fi.e. echo_daviime etcl &

[~

4. Make sure you have joined the current PC to your domain and signed in as a domain
administrator. You will find RSAT at Control Panel > Administrative Tools.

Note:

+ Configurable options of RSAT depend on the Windows version of the PC where RSAT is
installed. For instance, settings available in the Windows 8 RSAT may not cover all the
settings built in the Windows 10 RSAT.

Assign a Roaming Profile for All Users

Roaming profiles allow domain users to access their files when they sign in to different
Windows PCs that are joined to the domain.

1. Make sure you have created a shared folder and granted sufficient permissions to all
domain users on the Synology NAS acting as the RWDC. Refer to Step 1 to Step 7 of Assign
a Roaming Profile for a Single User for detailed instructions.

2. Sign in to a domain-joined Windows PC as a domain administrator.
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3. Go to Windows Control Panel > System and Security > Administrative Tools > Group

Policy Management.

| =1 Shorteut Tools  Application Tools  Administrative Tools m] x
Home Share View Manage Manage v @
4+ %25 » Control Panel » System and Security > Administrative Tools v|® | Search Administrative Tools 0
Name - Date modified Type Size @
5 Quick access A FEIUVED LILSLET Mianiayer W 2uIu s P ST zno
I Desktop + Lz File Server Resource Manager 10/7/20163:47PM_Shortcut 2 K8
3 Downloads # 2 Group Policy Management 10/7/2016 3:48PM_ Shortcut ?_m
. iSCSl Initiator 7/16/2016 442 AM  Shortcut 2K8
Documents  #
Fh Local Security Policy 7/16/2016 443 AM  Shortcut 2K8
=] Pictures # # Microsoft Azure Services 10/7/20169:42PM  Shortcut 2KkB
J Music @ Network Load Balancing Manager 10/7/2016 257 PM  Shortcut 2KB
B Videos 7% ODEC Data Sources (32-bit) 7/16/2016 442 AM  Shortcut 2K8
7% ODEC Data Sources (64-bit) 7/16/2016 442 AM  Shortcut 2K8
@ OneDrive -
5 Online Responder Management 10/7/20169:48 PM Shortcut 2KB
[ This PC (%) Performance Monitor 7/16/2016 442 AM  Shortcut 2K8
4. Go to Forest: domain name > Domains > Domain name > Default Domain Policy.
5. At the Settings tab, right-click to open the context menu, and click Edit.
=, Group Policy Management - | X
=L File Action View Window Help -8 %
= 2@ G| H
(5 Group Policy Management Default Domain Policy
v -ﬁ F&_Jrest: syr?o.local Scope  Details Delegation
~ (55 Domains
v no.local
- - Default Domain Poli
| Default Domain Poli <y
Data collected on: 10/18/2019 8:41:36 AM show all
» 1=l Demain Controllers
» [2] Sales Department General -
» [ = Group Policy Objects
L5f Broup Foliy U Computer Corfiguration (Enabled)
> [ WMI Filters show
2 (& Starter GPOs User Configuration (Enabled)
> L@ Sites hide:

c—r& Group Policy Modeling
[ Group Policy Results

No settings defined.
| e
Print
Save Report...

Copy Selection
Select All

Refresh

6. Go to User Configuration > Policies > Windows Settings > Folder Redirection.

7. Right-click the folders you want to redirect and click Properties.
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=/ Group Policy Management Editor = O X
File Action View Help

a0 HEEE HE

~ & Computer Configuration A || Name
5 [ Policies
5 | Preferences

~ & User Configuration

- Start M o] i
~ || Policies gDE en: roperties
» [ Software Settings - .ocumen s Help

v [ Windows Settings [ I Pictures

[ AppData(Roaming)

| Scripts (Logon/Logoff) :I Mu5|c

> i Security 5ettings :_IVIdEOS

~ {5 Folder Redirection (I Favourites
[Z AppData(Roaming) [ Contacts
(I3 Desktop [ Downloads
(27 Start Menu [ Links
([0 Docurnents [ I Searches
[0 Pictures ] Saved Games
23 Music
23 Videos
|23 Favourites
(23 Contacts
(23 Downloads
(23 Links
|27 Searches
(23 Saved Games

> gl Policy-based QoS v

= T N

Opens the properties dialogue box for the current selection.

8. Configure the settings as below:
a. Switch to the Target tab.
b. Select Basic - Redirect everyone's folders to the same location.
c. Enter the information needed in Target folder location and Root Path.

d. Click OK.

Desktop Properties ? >
Target  Settings

ﬁ, You can specify the location of the Desktop folder.

Setting: IEasic - Redirect everyone's folder to the same location LI

Thiz folder will be redirected to the specified location.

— Target folder location

ICreate a folder for each user under the root path ;I

Root Path:
I\\192.163.'| 1"Roaming_Profile

Browse... |

For user Clair, this folder will be redirected to:

%4192 168.1.1"Roaming_Profile"\Clair\Desktop

QK Cancel Apply

9. The roaming profiles of domain users will be directed to the path you assigned.
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Mount a Network Drive for All Users

1. Make sure you have created a shared folder and granted sufficient permissions (read

permissions required at minimum) to all domain users on the Synology NAS acting as the

RWDC. Refer to Step 1 to Step 7 of Assign a Roaming Profile for a Single User for detailed

instructions.

2. Sign in to a domain-joined Windows PC as a domain administrator.

3. Go to Windows Control Panel > System and Security > Administrative Tools > Group

Policy Management.

%1 = | Administrative Tools
Home Share View
T Ii'% » Control Panel » System and Security » Administrative Tools > I v O
Name Date modified Type Size
3+ Quick access
Remote Desktop Services 5/19/2017 11:57 AM  File folder
I Deskiop | e -
4 Active Directory Administrative Center 10/7/2016 %:47 PM Shortcut 2KB
¥ Downloads  # 12 Active Directory Domains and Trusts 10/7/2016 %33PM  Shortcut 2KE
Documents 4 % Active Directory Module for Windows Po...  10/7/2016 %46 PM  Shortcut 2KB
[&] Pictures # 5 Active Directory Sites and Services 7/16/2016 443 AM  Shortcut 2KB
JS Music 5 Active Directory Users and Computers 10/7/2016 %:41 PM Shortcut 2KB
B videos 3% ADSI Edit 7/16/2016 443 AM  Shortcut 2KB
iﬁ] Certification Autherity 10/7/2016 9:49 PM Shortcut 2KB
& OneDrive 3 Cluster-Aware Updating 10/7/20169:48PM  Shortcut 2KB
[ This PC ;’ﬁ Component Services TA6/2016 442 AM  Shortcut 2KB
o JEJ Computer Management TA6/2016 442 AM  Shortcut 2KB
¥ Network 4 Defragment and Optimise Drives 7/16/2016 442 AM  Shortcut 2KB
.1 DFS Management 10/7/2016 %:47 PM Shortcut 2KB
% DHCP 10/7/2016 9:49 PM Shortcut 2KB
am Disk Clean-up TA16/2016 443 AM  Shortcut 2KB
,%A_., DNS 10/7/2016 %:47 PM Shortcut 2KB
23] Event Viewer TA6/2016 442 AM  Shortcut 2KB
fﬂ Failover Cluster Manager 10/7/2016 %:47 PM Shortcut 2KB
;3 File Server Resource Manager 10/7/2016 %:47 PM Shortcut 2KB
4, Group Policy Management 10/7/2016 %:48 PM Shortcut 2KB
i5CSl Initiator TA6/2016 442 AM  Shortcut 2KB
i Local Security Policy TA16/2016 443 AM  Shortcut 2KB
5 Microsoft Azure Services 10/7/2016 %:42 PM Shortcut 2KB
f._! Network Load Balancing Manager 10/7/2016 9:57 PM Shortcut 2KB
4. Go to Forest: domain name > Domains > Domain name > Default Domain Policy.
5. At the Settings tab, right-click to open the context menu, and click Edit.
=, Group Policy Management | X
2L File Action View Window Help -
«= 20 6l H
(&, Group Policy Management Default Domain Policy
v -—ﬁ F&_)rest: SyITIO.|OCE| Scope  Details m Delegation
v (54 Domains
v no.local N N
Default Domain P Default Domain Policy
Data collected on: 10/18/2019 8:41:36 AM show all
> 2] Demain Controllers
> |21 Sales Department General show
=t Group Policy Objects -
? |5 broup "ollcy Uhy Computer Configuration (Enabled)
> [ WMI Filters ow
) ) ;E Starter GPOs User Confi tion (Enabled)
> (@ Sites hide
g—.@ Group Policy Modeling No settings defined.
|4 Group Policy Results
| et
Print
Save Report...
Copy Selection
Select All
Refresh
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6. In the console tree, go to User Configuration > Preferences > Windows Settings > Drive
Maps. Right-click in the right-hand pane and click New > Mapped Drive.

=/ Group Policy Management Editor - O *
File Action View Help

e 2@ 0=z Bm RO +

=] Default Domain Policy

~ & Computer Configuration [—=| =
> & e = Drive MaPS
» [ Preferences

w il User Configuration

Order Action Path

on Processing
> [ Policies There are no items to show in this view.
~ [ Preferences
w [] Windows Settings New
“) Applications All Tasks
== Drive Maps
l%5] Environment Basie
é’? Files Refresh
(5 Folders ]
Ini Files View
» @ Registry o - Arrange lcons
[#] Shortcuts Description Li |
ine up lcons
> (=] Control Panel Setting Mo policies selected F
Help

< > \Preferences Extended 4, Standard

7. Configure the following settings and click OK:
+ Action: Select Create from the drop-down menu.
+ Location: Enter the location of the network drive, e.g., "\\192.168.1.1\SynoRock".

» Drive Letter: Under this section, click Use and choose a drive letter.

Mew Drive Properties X

General  Comman

% Action: Create w
I Location: I | 1\192. 168. 1. 1\SynoRock [[e]

Reconmect: [ | Labelas: | |
Drive Letter

() Use first available, starting at: | (@) Use: =2z "

Connect as (optional)

LIser narme:
Passwird; Confirm password:
Hide/Show this drive Hide/Show all drives
{® No change {® Na change
("JHide this drive (") Hide all drives
(") Show this drive (") Show all drives
[ox ]| cancel || mooty || tHep |
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8. After the configuration, users will see the network drive mounted on this computer when

they sign in via any domain user accounts.

Note:

« Itis not necessary to enter a User name and Password under the Connect as (optional)
section because Windows will mount the network drive for the user account when the
settings are completed. When a domain user signs in, Windows will automatically mount
the network drive for that user's account.

+ To make network drives work properly, make sure that the destination of network drives
exists and that users have access permissions.
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Chapter 7: Maintain and Recover Directory

Service

When using Synology Directory Server, it is of vital importance to make sure the directory
service is securely maintained and backed up. Regular maintenance and backup keep your
data intact should system failures or accidental data deletion occur. Here we'll guide you
through setting up a high-availability cluster via Synology High Availability, and backing up your
directory service via Hyper Backup.

Ensure Uninterrupted Directory Service via Synology
High Availability

Use Synology High Availability to protect your directory database and ensure continuous
availability of Synology Directory Server.

Synology High Availability uses two servers to form a "high-availability cluster”, in which one
server assumes the role of "active server" and the other server acts as a standby "passive
server". This server layout solution is designed to reduce service interruptions caused by server
malfunctions. Refer to Synology High Availability’'s guide for details on the components and
concepts of a high-availability cluster.

System Requirements

Synology High Availability requires two identical Synology NAS with the same system
configurations to set up a cluster. Before starting, understand Synology High Availability’s
limitations and system requirements and technical specifications, and pay extra attention
to the following information.

+ Applied models: The model of both the active and passive servers should be identical.

+ DSM & package version: The same version of DSM and Synology High Availability must be
installed on both the active and passive servers.

+ Synology Directory Server must be version 4.10.18-0363 and above.
+ Synology High Availability must be version 2.1.1-1279 and above.
+ Identical storage and network settings:

+ The number of drive slots and the number and capacity of the installed drives must be
identical on both the active and passive servers.

+ The total number of network interfaces and network settings must be identical on both
the active and passive servers.
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+ Make sure each server has at least one static IP address belonging to the same subnet.

+ Make sure to set up a Heartbeat connection for internal communication between the two
servers.

Set Up a High-Availability Cluster

To ensure that Synology Directory Server works properly, set up the Synology High Availability
cluster before activating Synology Directory service.

1. Go to Package Center and install Synology High Availability.
2. Launch Synology High Availability.

3. Click Create high-availability cluster and follow the wizard's instructions to complete the
setup (refer to the help articles for details).

Synology High Availability ?2 — A X
(@8] Cluster
@ Host Healthy
The high-availability cluster is healthy.
G Network
=] Service
i 1P (10,1740 1) Manage - -
= Log
inkafadpi-- kel iip
10,175 LY — 10.17 4501
Heartbeat
Connection Status Transfer Speed Latency
Healthy 11.7 KB/s 0.1 ms
Host Utilization
& luksfINEI-T (Active) ® Iy ?ldp (Passive)
4. Install Synology Directory Server and set up a domain.
5. Go to Synology High Availability > Service.
6. Tick Synology Directory Server and click Apply to save the settings.
Synology High Availability ?2 — A X
@@ cluster Update
ﬂ] Host Enable the option to reduce the time of system updating and service downtime caused by updating. However, this option
L

will cause the active and passive servers to switch roles after the update is complete. Before enabling the option, please
make sure all the external devices such as UPS are connected to both servers.

1 Network
Reduce downtime on system update
z=] Service
Service
= Log

Select the services you would like to enable auto-failover when the active server is unavailable.

AFP SMB

FTP " Synology Directory Server
Web Services iSCSI

NFS

Quorum Server

Quorum Server facilitates the communication between active and passive servers by providing a better mechanism to
determine when the passive server will take over the service. Quorum Server is usually a server that runs 24/7, such as a

Reset Apply
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Back Up and Restore Directory Service via Hyper
Backup

Hyper Backup offers the following features and lets you back up and restore data and settings
of Synology Directory Server.

Retain up to 65,535 versions of data while storage consumption is minimized with cross-
version deduplication.

Keep backed-up data in a proprietary database that can be easily browsed, downloaded, or
restored with a multi-version explorer on the DSM, Windows, and Linux platforms.

Back up various types of data (e.g., system configurations, shared folders, applications, and
packages) manually or automatically.

Store backup tasks in local shared folders, remote servers, or public clouds.

Retain multiple backup versions for each task. Automatic backup rotation is optional and
has three modes: deletion from the earliest backup version, Smart Recycle, and customized

policies.

Refer to the Hyper Backup's technical specifications for more information.

Create a Backup Task

Hyper Backup allows you to create, manage, and monitor data backup tasks.
1. Go to Package Center and install Hyper Backup.
2. Launch Hyper Backup.

3. Click [gg on the upper-left corner, and select Data backup task to launch the backup

wizard.

4. Select the desired type of backup destination. We suggest backing up your data to a
destination on another device or service.

5. Select Create backup task.
6. Select the folders you want to back up and click Next.

7. Tick Synology Directory Server and click Next.
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Backup Wizard

Application Backup

—| Application Shared folder Summary

File station @ == it e L
1.3.2-13201 - Favorites, Connection List,

Mount List, and sharing...

The backup task includes
data source, schedule,
destination settings, and...

Hyper Backup
3.0.2-2514

The backup task includes

RADIUS Server . . . .
-- settings, client information,

3.0.15-0429

L O

and block list.
Synology Back up settings of the
Directory Server - p 9

package.
4.10.18-0360

This backup task will back up
-- application settings, index
rules, search history, and...

Universal Search
1.5.2-0525

B

Mote: Only the applications supported for backup are listed.

Back Next

8. Follow the wizard to complete the backup task.

Restore a Data Backup

Hyper Backup allows you to recover your directory once errors occur to Synology Directory
Server. You can also migrate Synology Directory service to another Synology NAS via service

restoration in Hyper Backup.

1. Launch Hyper Backup.

2. Click ® on the upper-left corner, and select Data to launch the restoration wizard.
3. Select a backup task to restore.

4. You will be prompted to select system configurations, different versions of backup data, or
more. It depends on which type of backup task you want to restore.

5. If the backup task is encrypted, you will need the password/encryption key for successful
restoration.

6. Follow the wizard to complete the restoration.

Note:

+ Refer to the Hyper Backup help articles for more information.
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